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Figure 16 - Web Client from The Carbon Project accessing NIEM/IC Data Encoding from Secure
Dimensions, con terra and Jericho Systems PEP

5.2 Secure Dimensions

Secure Dimensions implemented the NIEM/IC Feature Processing API. Examples with a
simulated geographic location included in the NIEM/IC Feature Processing API are
provided below. This ‘GeoHeader’ allowed the Testbed to assess NIEM/IC Feature
Processing API requests with geographic access control rules implemented.

For example, a rule that allowed access only to users in San Francisco to add WFS
Transactions, implemented in the Secure Dimensions PEP is shown below.
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Figure 17 - Web Client from The Carbon Project accessing Secure Dimensions PEP and executing WFS
Transactions for NIEM/IC Incident encodings.
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There are several scenarios that were tested to provide or deny access based upon the
location of the client. The client passes a location (lat/lon) to the PEP, and if not, the
location will be determined by geolocating the IP address for the client (understanding
that this is not accurate). By comparing the location with an allowed polygon, if the client
is in the polygon(s), access should be allowed based upon the above filtering rules, if the
client is outside the polygon(s) all access should be denied. The ‘GeoHeader’ followed
this format:

Location: <gml:Point xmlns:gml="http://www.opengis.net/gml"
gml:id="TownHallSF" srsName="EPSG:4326"><gml:pos
srsDimension="2">37.77925 -122.419222</gml:pos></gml:Point>

or

Location: <gml:Point xmlns:gml="http://www.opengis.net/gml"
gml:id="WashingtonMonument" srsName="EPSG:4326"><gml:pos
srsDimension="2">38.889444 -77.035278</gml:pos></gml:Point>

53 Con terra

con terra implemented the NIEM/IC Feature Processing API. The security.manager PEP
from con terra acts like a proxy component for the NIEM/IC Feature Processing API,
exposing service endpoints which can be accessed by client applications. After
authentication and authorization, these requests are passed on to the protected service.
Responses are passed back the same way. An example is provided below.
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Figure 18 - Web Client from The Carbon Project accessing con terra PEP with GeoHeader.
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The communication between the client and the service is intercepted by the con terra
PEP. The PEP is responsible for authenticating the request, for gathering the required
user information from the attribute service, for delegating the authorization decision to
the Policy Decision Point (PDP), and for enforcing the authorization decision.

This approach was a deny-biased system, which means everything that shall be allowed
must be expressed in a policy, otherwise the PEP will not grant access. This means, there
must be a policy permitting the subject to perform the requested action on the requested
resource. Policy decisions were of three different kinds:

'] Not applicable, which means no policy is available that allows access, so access
will be blocked.

[] Permit, which means the request is forwarded to the protected service.

'] Permit with obligations, which means the PEP’s obligation handlers will enforce
the obligations, and only if this is successful, the request will be passed to the
protected service. Obligations might also need to be fulfilled on the service’s
response.

5.4 Jericho Systems

Jericho Systems implemented the NIEM/IC Data Encoding in PEP services. The PEP
acts as an HTTP Reverse Proxy between the client and WFS with a SAML for XACML
interface to the EnterSpace® component as shown in the figure below.
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Figure 19 — Jericho Systems PEP in The Carbon Project web client, accessing Resource encoding
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The PEP intercepts the client request and sends a SAML for XACML Authorization

Decision Request to the EnterSpace component. The EnterSpace component makes a
policy decision based on an attribute based access control (ABAC) policy previously
created.

Attributes can be passed with the request context, such as a geolocation for the device
making the request. If necessary, attributes about the request context required by the
access control policy are retrieved to make an access control decision. Attributes about
the entity making the request are retrieved from the OGC Testbed Attribute Service and
Identity Provider (IdP). Additional attributes can also be collected, such as environmental
attributes concerning the network or system date and time.

The EnterSpace component returns a SAML for XACML Authorization Response to the
HTTP Reverse Proxy PEP. If a “permit,” the request is forwarded to the WFS Service by
the PEP. If not a “permit” the request is denied and a response can be provided to the
browser from the PEP or the request can be dropped with no response.

6 Findings and Recommendations

The evidence obtained through the Testbed 11:Geo4NIEM thread supports three main
findings:

[ First, with reasonable effort it is possible to combine NIEM, IC security
specifications, OGC Web Service components, and GML-aware clients to support
information exchange with authorized users.

'] Second, implementing such an exchange requires extra work, compared to a
typical exchange of features that conform to the GML Simple Features profile.
However, this level of effort is not greater than encodings already in OGC, such
as Aeronautical Information Exchange Model (AIXM), where a community of
interest has defined a standard GML application schema for exchanging
geographic data.

U1 Finally, it is possible to simplify the implementation of NIEM and IC security
specifications and still meet information exchange needs. This simplification can
reduce the technical overhead required to broadly implement secure information
exchanges and emerging collaborative partnerships. Simplification options
include NIEM IEPD development guidance or recommended practices that reduce
the impact of generating excessive namespaces.

The following sections describe these findings and any associated recommendations.
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6.1 Combining NIEM, IC security, and OWS is feasible

The demonstration used real-world NIEM IEPs, containing embedded GML elements,
properly tagged with IC access control and security metadata and optionally enclosed
within the IC's dissemination format for binding assertion metadata with data resources
(1.e.IC-TDF.XML/TDO). The demonstration was constructed using a cloud-based WFS
server, multiple Policy Enforcement Points that provide access controls and filters based
upon the user attributes stored in the OGC Attribute Store and multiple GML-aware
clients. Major OGC operations in a simulated distributed information exchange were
assessed including:

[l WES server with GetCapabilities, DescribeFeatureType, GetFeature, and
Transaction operations

'] Access control engines enforcing access policy based on user attributes and IC
metadata attributes in the WFS FeatureCollection payload

'] Clients interpreting the WFS FeatureCollection elements and performing
transaction operations

NIEM 3.0 was compatible with the IC security specifications access control and
dissemination (ISM, NTK, and TDF) and supported the access control policies for the
demonstration scenario. There is no evidence to suggest incompatibility with more
complex policies, schemas and security markings. Access control engines can work with
NIEM/IC Data Encoding, with or without the NIEM/IC Feature Processing API.

The participants spent most of their time learning about the NIEM exchange
specifications and the IC security specifications. Implementation of the second and third
information exchanges (based on Incident and Resource IEPs) took less development
time since specialized tools were created to speed the ‘cloning’ of the first WFS instance
(based on the Notice of Arrival IEP).

Recommendation 1: Develop, test and demonstrate tools that clone and adjust data
elements of WF'S instances of NIEM/IC Data Encodings to simplify and speed
development and deployment of service-based information exchanges. Assess tools that
promote export of NIEM/IC Data Encodings.

Recommendation 2: Assess how IC security specifications, access control and
dissemination (ISM, NTK, and TDF) may further enable WF'S and GML-based data
exchange.

6.2 Extra effort relative to typical use of Simple Features profile

The GML Simple Features profile defines fixed coding patterns for the use of a subset of
XML Schema and GML constructs. It is intended to address the case where a client
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interacts with a previously unknown server offering. This is the typical case for many
OWS components. Relative to that typical case, the demonstration implementation for the
NIEM/IC Feature Processing API and NIEM/IC Data Encoding (Testbed 11 ER 15-048)
required extra effort in three areas: complex non-spatial properties, multiple namespaces
and DescribeFeatureType, and context-dependent value references in filter encodings.

6.2.1 Complex non-spatial properties

Information exchanges implementing the draft NIEM/IC Feature Processing API required
schemas in wfs:FeatureCollections roughly equivalent to those that comply with level
SF-2 for GMLsf. This finding means that some current WFS and GML applications and
services expecting GMLsf Level 0 or 1 tools may not able to fully operate with the
NIEM/IC Feature Processing API ‘out of the box’. This finding also means that
exporting NIEM/IC Data Encoding from a WFS implementing NIEM/IC Feature
Processing API may not be possible in common GIS formats such as Shapefiles.

The SF-0 profile does not allow complex non-spatial properties, while these are permitted
but unusual in the SF-1 profile. This simplicity can be exploited in server and client
software, allowing off-the-shelf components to handle new application schemas with
little or no special effort. However, this simplicity is not present in the NIEM/IC Feature
Processing API and NIEM/IC Data Encoding. For example, the Notice of Arrival IEPD
defines a complex property with six levels of nested elements, resulting in data like this:

<mda:Vessel ...>
<m:VesselAugmentation ...>
<m:VesselCallSignText>H3LP</m:VesselCallSignText>
<m:VesselCargoCategoryText>Harmful Substances
<m:VesselCategoryText>Container Ship
<m:VesselCDCCargoOnBoardIndicator>true
<m:VesselCharterer ...>
<nc:EntityOrganization>
<nc:0rganizationLocation>
<nc:Address>
<nc:LocationCountryIS03166Alpha2Code>KR
</nc:Address>

From the perspective of an Information Exchange designer or implementer, this level of
complexity may require effort in the WFS server implementations when compared with
less extensive SF-0 and SF-1 schemas, especially when implementing the WFS-T
functions. It also requires extra effort in the client applications, where specialized Filter
Encodings using XPath expressions are necessary to retrieve values from the complex
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properties. This extra effort can be reduced by careful NIEM-conformant IEPD design.
Instead of using all available NIEM objects, designers can carefully construct IEPD
schemas using just enough NIEM objects to meet the community's information exchange
need.

Recommendation 3: Develop and test a Best Practice that defines more limited, but useful,
subsets of NIEM schema components (including location as GML), with required IC DES
components, to lower the ‘implementation bar’ of time and resources required for developing
software that supports the NIEM/IC Feature Processing API. By lowering the level of
effort, Information Exchange designers, geospatial developers and access control software
implementers will be encouraged to take greater advantage of the rich functionality in
NIEM/IC. The Best Practice should be designed around the business elements needed by
Information Exchange Designers.

6.2.2 Multiple namespaces, and DescribeFeatureType

The WEFS DescribeFeatureType operation returns an XML Schema document containing
a complex type definition for the specified feature type. In order to form a complete
schema, the client must then either retrieve or already possess a separate schema
document for each imported namespace. This is essential for WFS servers and GML
clients implemented with validating parsers. On the other hand, implementations based
on non-validating parsers do not need the schema and do not rely on
DescribeFeatureType. Both approaches were tested in Testbed 11 Geo4NIEM Thread.

For application schemas conforming to the Simple Features profile, implementing the
DescribeFeatureType operation is relatively simple. These schemas typically define
features within a single namespace, and clients usually have schema documents for the
imported GML namespaces.

Implementing the DescribeFeatureType operation for the NIEM/IC Feature Processing
API is more complicated. The schema for such a feature type will have many
namespaces, and clients may not always have the corresponding schema document. This
can greatly complicate the implementation of the DescribeFeatureType operation.

Two aspects of NIEM IEPDs may be exploited in future work to reduce much of this
complexity. A conforming IEPD contains the complete set of schema documents. It also
contains a set of OASIS XML Catalog files providing a mapping between namespace
URI and schema document file name. A WEFS server could use the catalog to rewrite
every <import> schema element so that the schemal.ocation attribute resolves to a
schema document on the server.

Recommendation 4: Develop, test and demonstrate the feasibility of making schemas
available from WFS implementing the NIEM/IC Feature Processing API. This may or
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may not be part of the DescribeFeatureType operation so PEPs can create filter rules
based upon them. This recommendation may also include assessing methods by which
PEPs may process security tag information from the DescribeFeatureType.

Recommendation 5: Assess, develop, test and demonstrate governance methods to
provide complete sets of public-accessible schema document. In particular, assess
methods to assist IEPD developers in maintaining and accessing schemas.

6.2.3 Context-dependent value references in Filter Encodings

From the perspective of an OGC software developer or user the nested structure in the
data encodings associated with the NIEM/IC Feature Processing API means
implementing fully capable OGC Filter Encodings for WFS will require a subset of
XPath. For example, the Notice of Arrival NIEM IEPD describes data like this:

<m:VesselDOCCertificate>
<nc:DocumentExpirationDate>
<nc:Date>2028-04-24T00:00:00</nc:Date>
</nc:DocumentExpirationDate>
<nc:CertificateIssueDate>
<nc:Date>2026-03-11T00:00:00</nc:Date>
</nc:CertificateIssueDate>

XPath is required to distinguish between the nc : Date of document expiration and
certificate issue. There is a similar context dependency in NTK, where XPath is required
to distinguish between the ntk: AccessGroupList element within
ntk:RequiresAnyOf, and the same element within ntk:RequiresAll0f

Therefore, the use of either NIEM or IC security requires Filter processing with XPath
enabled.

XPath is accounted for in the Filter Encoding specification, but it is a specialized case
and not as broadly implemented as the standard spatial, logical and comparison operators
of WES.

Recommendation 6: Develop, test and demonstrate the feasibility of fully capable OGC
Filter Encodings for WF'S using a subset of XPath. This approach provides the potential
for high fidelity queries on the NIEM/IC Feature Processing API in support of mission
and community requirements.

50 Copyright © 2016 Open Geospatial Consortium.




OGC 15-047r3

6.3 Simplifying use of NIEM and IC security and meeting exchange needs

The extra effort required to implement the NIEM/IC Feature Processing API is not
unique to either of those standards. It is common in situations where a community of
interest has defined a standard GML application schema for exchanging geographic data,
and presumes understanding on the part of all community participants. For example, the
Aeronautical Information Exchange Model (AIXM) provides a standard GML
application schema for aeronautical information exchange. This application schema
defines many complex non-spatial properties, uses multiple namespaces, and includes
context-dependent element values. Implementing AIXM-based exchanges with off-the-
shelf components requires the same sort of extra effort needed for the NIEM/IC
encoding. For example, the Gaia client requires a special "AIXM extender" in order to
process AIXM data.

This extra effort can be reduced by careful NIEM-conformant IEPD design. Instead of
using all available NIEM objects, designers can carefully construct IEPD schemas using
just enough NIEM objects to meet the community's information exchange need. It may
be possible to satisfy a large set of information exchange needs with a simple "what,
where, when" IEPD that approaches the Simple Feature profile, using reduced nesting
and a subset of location designations and security tags.

Achieving broad implementation of these approaches will make it possible for the
NIEM/IC Feature Processing API to support emerging agile information exchanges
driven by collaborative partnerships. This transformation is vital to confronting the
security challenges of the future.

Recommendation 7: Develop, test, and demonstrate the feasibility of a ‘Generic’ NIEM-
conformant IEPD with location, time, what, who information as ‘core’ elements in simple
GMLsf.

Recommendation 8: Develop, test and demonstrate the feasibility of a generic GML
Application Schema leveraging NIEM-conformant components and IC specification
components. This would extend the usefulness of NIEM components from an OGC
implementation stand-point within a particular community of interest.
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Annex A

Sample NIEM/IC Feature Processing API Capabilities Response

<?xml version="1.0" encoding="UTF-8"?>
<wfs:WFS Capabilities xmlns:wfs="http://www.opengis.net/wfs"
xmlns:cp="http://www.thecarbonproject.com"
xmlns:xlink="http://www.w3.0rg/1999/x1ink"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://schemas.opengis.net/wfs/1.0.0/wfs.xsd"
version="1.0.0">
<wfs:Service>

<wfs:Name>CarbonCloud WFS: Niem</wfs:Name>

<wfs:Title>CarbonCloud WFS: Niem</wfs:Title>

<wfs:Abstract>CarbonCloud Web Feature Service:
Niem</wfs:Abstract>

<wfs:0OnlineResource>http://niems.azurewebsites.net/wfs</wfs:0n
lineResource>
</wfs:Service>
<wfs:Capability>
<wfs:Request>
<wfs:GetCapabilities>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Get
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Post
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
</wfs:GetCapabilities>
<wfs:DescribeFeatureType>
<wfs:SchemaDescriptionLanguage>
<wfs:XMLSCHEMA></wfs:XMLSCHEMA>
</wfs:SchemaDescriptionLanguage>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Get
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
<wfs:DCPType>
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<wfs:HTTP>
<wfs:Post
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
</wfs:DescribeFeatureType>
<wfs:GetFeature>
<wfs:ResultFormat>
<wfs:GML2></wfs:GML2>
</wfs:ResultFormat>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Get
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Post
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
</wfs:GetFeature>
<wfs:Transaction>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Get
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
<wfs:DCPType>
<wfs:HTTP>
<wfs:Post
onlineResource="http://niems.azurewebsites.net/wfs" />
</wfs:HTTP>
</wfs:DCPType>
</wfs:Transaction>
</wfs:Request>
</wfs:Capability>
<wfs:FeatureTypelist xmlns:wfs="http://www.opengis.net/wfs">
<wfs:0Operations>
<wfs:Operation>Query</wfs:Operation>
</wfs:Operations>
<wfs:FeatureType>
<wfs:Name>cp:incident</wfs:Name>
<wfs:Operations>
<wfs:Operation>Insert</wfs:Operation>
<wfs:Operation>Update</wfs:Operation>
<wfs:Operation>Delete</wfs:Operation>
</wfs:Operations>
<wfs:SRS>EPSG:4326</wfs:SRS>
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<LatLongBoundingBox minx="-180" miny="-90" maxx="180"
maxy="90" />
</wfs:FeatureType>
<wfs:FeatureType>
<wfs:Name>cp:noticeofarrival</wfs:Name>
<wfs:Operations>
<wfs:Operation>Insert</wfs:Operation>
<wfs:Operation>Update</wfs:Operation>
<wfs:Operation>Delete</wfs:Operation>
</wfs:Operations>
<wfs:SRS>EPSG:4326</wfs:SRS>
<LatLongBoundingBox minx="-180" miny="-90" maxx="180"
maxy="90" />
</wfs:FeatureType>
</wfs:FeatureTypelList>
<ogc:Filter Capabilities
xmlns:ogc="http://www.opengis.net/ogc">
<ogc:Spatial Capabilities>
<ogc:Spatial Operators>
<ogc:BBOX></ogc:BBOX>
<ogc:Equals></ogc:Equals>
<ogc:Disjoint></ogc:Disjoint>
<ogc:Intersects></ogc:Intersects>
<ogc:Touches></ogc:Touches>
<ogc:Crosses></ogc:Crosses>
<ogc:Within></ogc:Within>
<ogc:Contains></ogc:Contains>
<ogc:0Overlaps></ogc:0verlaps>
<ogc:Beyond></ogc:Beyond>
</ogc:Spatial Operators>
</ogc:Spatial Capabilities>
<ogc:Scalar Capabilities>
<ogc:Logical Operators>
<ogc:AND></ogc:AND>
<ogc:0R></ogc:0R>
</ogc:Logical Operators>
<ogc:Comparison Operators>
<ogc:LessThan></ogc:LessThan>
<ogc:GreaterThan></ogc:GreaterThan>
<ogc:LessThanEqualTo></ogc:LessThanEqualTo>
<ogc:GreaterThanEqualTo></ogc:GreaterThanEqualTo>
<ogc:EqualTo></ogc:EqualTo>
<ogc:NotEqualTo></ogc:NotEqualTo>
<ogc:Like></ogc:Like>
<ogc:Between></ogc:Between>
</ogc:Comparison Operators>
</ogc:Scalar Capabilities>
</ogc:Filter Capabilities>
</wfs:WFS Capabilities>
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Annex B

NIEM/IC wis:FeatureCollection Sample

This annex provides a sample NIEM/IC wfs:FeatureCollection.

<?xml version="1.0" encoding="UTF-8"7?>
<wfs:FeatureCollection xmlns:wfs="http://www.opengis.net/wfs"
xmlns:gml="http://www.opengis.net/gml"
xmlns:mda="http://release.niem.gov/niem/domains/maritime/3.0/mda/
" xmlns:m="http://release.niem.gov/niem/domains/maritime/3.0/"
xmlns:nc="http://release.niem.gov/niem/niem-core/3.0/">
<gml:featureMember>
<mda:noticeofarrival
mda="http://release.niem.gov/niem/domains/maritime/3.0/mda/"
ntk="urn:us:gov:ic:ntk" ism="urn:us:gov:ic:ism"
nc="http://release.niem.gov/niem/niem-core/3.0/" mda-
codes="http://release.niem.gov/niem/domains/maritime/3.0/mda/code
s/" m="http://release.niem.gov/niem/domains/maritime/3.0/"
geo="http://release.niem.gov/niem/adapters/geospatial/3.0/"
DESVersion="11" ownerProducer="USA" classification="C"
resourceElement="true" classifiedBy="USCG"
classificationReason="Classified due to sensitive maritime
security information." declassDate="2050-12-01"
id="noticeofarrival.l" p7="http://www.opengis.net/gml">
<mda:Voyage ownerProducer="USA" classification="U">
<m:VoyageCategoryText>Foreign to
US</m:VoyageCategoryText>
<m:Voyageldentification>
<nc:IdentificationID>1</nc:IdentificationID>
</m:VoyageIdentification>

<mda:VoyageClosedLoopIndicator>false</mda:VoyageClosedLoopIndicat
or>
</mda:Voyage>
<mda:Vessel ownerProducer="USA" classification="U">
<m:VesselAugmentation ownerProducer="USA"
classification="U">
<m:VesselCallSignText>H3LP</m:VesselCallSignText>
<m:VesselCargoCategoryText>Harmful
Substances</m:VesselCargoCategoryText>
<m:VesselCategoryText>Container
Ship</m:VesselCategoryText>

<mda:VesselCDCCargoOnBoardIndicator>true</mda:VesselCDCCargoOnBoa
rdIndicator>
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<mda:VesselCharterer ownerProducer="USA"
classification="C" access="#Roles|Group"MDA-USCG-Msn-Districtll-
ROC">
<nc:EntityOrganization>
<nc:0rganizationLocation>
<nc:Address>

<nc:LocationCountryIS03166Alpha2Code>KR</nc:LocationCountryIS0316
6Alpha2Code>
</nc:Address>
</nc:0rganizationLocation>
<nc:0rganizationName>SK
Shipping</nc:0rganizationName>
</nc:EntityOrganization>
</mda:VesselCharterer>
<m:VesselClassText>Bulk Carrier</m:VesselClassText>
<m:VesselClassificationSocietyName>Germanischer
Lloyd</m:VesselClassificationSocietyName>
<m:VesselContactInformation>
<nc:ContactTelephoneNumber>
<nc:InternationalTelephoneNumber>
<nc:TelephoneNumberID>800-555-
1212</nc:TelephoneNumberID>
</nc:InternationalTelephoneNumber>

<nc:TelephoneNumberCategoryCode>work</nc:TelephoneNumberCategoryC
ode>
</nc:ContactTelephoneNumber>
<nc:ContactEntity>
<nc:EntityPerson>
<nc:PersonName>
<nc:PersonFullName>James
Smith</nc:PersonFullName>
</nc:PersonName>
</nc:EntityPerson>
</nc:ContactEntity>
</m:VesselContactInformation>
<m:VesselDOCCertificate>
<nc:DocumentExpirationDate>
<nc:Date>2028-04-24T00:00:00</nc:Date>
</nc:DocumentExpirationDate>
<nc:CertificatelIssueDate>
<nc:Date>2028-04-25T00:00:00</nc:Date>
</nc:CertificateIssueDate>
<m:CertificatelssuingAgency>
<nc:EntityOrganization>
<nc:0rganizationName>U.S. Coast
Guard</nc:0rganizationName>
</nc:EntityOrganization>
</m:CertificateIssuingAgency>
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</m:VesselDOCCertificate>
<m:VesselISSC ownerProducer="USA" classification="C"
access="#Roles|Group"MDA-USCG-Msn-Districtl1-ROC">
<m:CertificateIssueDate>
<nc:Date>2022-06-22T00:00:00</nc:Date>
</m:CertificateIssueDate>
<m:CertificatelssuingAgency>
<nc:EntityOrganization>
<nc:0rganizationName>Government of Bermuda,
Department of Maritime Administration</nc:0OrganizationName>
</nc:EntityOrganization>
</m:CertificateIssuingAgency>
<m:RecognizedISSCSecurityEntity>
<nc:EntityOrganization>
<nc:0rganizationName>Government of Bermuda,
Department of Maritime Administration</nc:0rganizationName>
</nc:EntityOrganization>
</m:RecognizedISSCSecurityEntity>
<m:VesselSecurityOfficerContactInformation>
<m:ContactTelephoneNumber>
<nc:InternationalTelephoneNumber>
<nc:TelephoneNumberID>888-234-
5432</nc:TelephoneNumberID>
</nc:InternationalTelephoneNumber>

<nc:TelephoneNumberCategoryCode>work</nc:TelephoneNumberCategoryC
ode>
</m:ContactTelephoneNumber>

<nc:ContactEmailID>ftest@test.com</nc:ContactEmailID>
<nc:ContactEntity>
<nc:EntityPerson>
<nc:PersonName>
<nc:PersonFullName>Frank
Test</nc:PersonFullName>
</nc:PersonName>
</nc:EntityPerson>
</nc:ContactEntity>
</m:VesselSecurityOfficerContactInformation>

<m:VesselSecurityPlanImplementedIndicator>true</m:VesselSecurityP
lanImplementedIndicator>
</m:VesselISSC>
<m:VesselMMSIText>352948000</m:VesselMMSIText>
<m:VesselName>MSC NERISSA</m:VesselName>

<m:VesselNationalFlagIS03166Alpha2Code>PA</m:VesselNationalFlagIs
03166Alpha2Code>

<m:VesselOfficialCoastGuardNumberText>US878N2</m:VesselOfficialCo
astGuardNumberText>
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<m:VesselOperator ownerProducer="USA"
classification="C" access="#Roles|Group"MDA-USCG-Msn-Districtll-
ROC">
<nc:EntityPerson>
<nc:PersonName>
<nc:PersonFullName>Dan James</nc:PersonFullName>
</nc:PersonName>
</nc:EntityPerson>
</m:VesselOperator>
<m:VesselOwner>
<nc:EntityOrganization>
<nc:0rganizationName>MSC Mediterranean Shipping
Company</nc:0rganizationName>
</nc:EntityOrganization>
</m:VesselOwner>
<m:VesselSafetyManagementCertificate
ownerProducer="USA" classification="C" access="#Roles|Group”"MDA-
USCG-Msn-Districtl1l-ROC">
<nc:DocumentExpirationDate>
<nc:Date>2027-12-01T00:00:00</nc:Date>
</nc:DocumentExpirationDate>
<nc:CertificateIssueDate>
<nc:Date>2017-03-12T00:00:00</nc:Date>
</nc:CertificatelIssueDate>
<m:CertificatelssuingAgency>
<nc:EntityOrganization>
<nc:0rganizationName>U.S. Coast
Guard</nc:0rganizationName>
</nc:EntityOrganization>
</m:CertificateIssuingAgency>
</m:VesselSafetyManagementCertificate>
</m:VesselAugmentation>

<mda:VesselCargoOnBoardIndicator>true</mda:VesselCargoOnBoardIndi
cator>

<mda:VesselCertificateOfFinancialResponsibilityOperator
ownerProducer="USA" classification="U" access="#Roles|Group”"MDA-
USCG-Msn-Districtl1l-ROC">

<mda:VesselCertificateOfFinancialResponsibilityOperator>
<nc:EntityOrganization>
<nc:0rganizationName>MSC Mediterranean Shipping
Company</nc:0rganizationName>
</nc:EntityOrganization>

</mda:VesselCertificateOfFinancialResponsibilityOperator>
</mda:VesselCertificateOfFinancialResponsibilityOperator>
<mda:VesselSubCategoryText>Anhydrous
Ammonia</mda:VesselSubCategoryText>
</mda:Vessel>
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<mda:Arrival ownerProducer="USA" classification="U">
<mda:VisitAnchorageText>Main
Anchorage</mda:VisitAnchorageText>
<mda:VisitExpectedArrivalDateTime>
<nc:DateTime>2025-12-10T14:30:00</nc:DateTime>
</mda:VisitExpectedArrivalDateTime>
<mda:VisitLocationInPort>
<m:PortName>Oakland</m:PortName>
<nc:LocationStateName>CA</nc:LocationStateName>
<nc:LocationCityName>Oakland</nc:LocationCityName>
<mda:PortAugmentation>
<m:LocationPoint>
<gml:Point gml="http://www.opengis.net/gml"
srsName="EPSG::4326">
<gml:pos srsName="EPSG::4326" srsDimension="2">-
122.295 37.6965</gml:pos>
</gml:Point>
</m:LocationPoint>
</mda:PortAugmentation>
</mda:VisitLocationInPort>
<mda:VisitReceivingFacilityName>Pier
57</mda:VisitReceivingFacilityName>
</mda:Arrival>
<mda:Departure ownerProducer="USA" classification="U">
<mda:VisitExpectedDepartureDateTime>
<mda:DateTime>2025-12-16T00:00:00</mda:DateTime>
</mda:VisitExpectedDepartureDateTime>
</mda:Departure>
<mda:LastPortOfCall ownerProducer="USA" classification="U"
access="#Roles|Group"MDA-USCG-Msn-Districtl1-ROC">
<mda:VisitActualArrivalDateTime>
<nc:DateTime>2025-11-25T00:00:00</nc:DateTime>
</mda:VisitActualArrivalDateTime>
<mda:VisitActualDepartureDateTime>
<mda:DateTime>2025-11-30T00:00:00</mda:DateTime>
</mda:VisitActualDepartureDateTime>
<mda:VisitLocationInPort>
<m:PortName>Port of Portland, Oregon</m:PortName>

<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>
<nc:LocationStateName>OR</nc:LocationStateName>
<nc:LocationCityName>Portland</nc:LocationCityName>
</mda:VisitLocationInPort>
</mda:LastPortOfCall>
<mda:NextPortOfCallList ownerProducer="USA"
classification="U" access="#Roles|Group"MDA-USCG-Msn-Districtll-
ROC">
<mda:NextPortOfCall>
<mda:VisitExpectedArrivalDateTime>
<nc:DateTime>2026-01-02T00:00:00</nc:DateTime>
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</mda:VisitExpectedArrivalDateTime>
<mda:VisitExpectedDepartureDateTime>
<nc:DateTime>2026-01-07T00:00:00</nc:DateTime>
</mda:VisitExpectedDepartureDateTime>
<mda:VisitLocationInPort>
<m:PortName>Port of Long Beach</m:PortName>

<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>
<nc:LocationStateName>CA</nc:LocationStateName>
<nc:LocationCityName>Long Beach</nc:LocationCityName>
</mda:VisitLocationInPort>
</mda:NextPortOfCall>
</mda:NextPortOfCallList>
<mda:CDCCargolList ownerProducer="USA" classification="C"
access="#Roles|Group"MDA-USCG-Msn-Districtl1-ROC
Roles|Group”NIMS-FEMA-Msn-RegionIX-IC">
<mda:CDCCargo>
<m:CargoDestinationLocation>
<nc:Address>
<nc:LocationStateName>CA</nc:LocationStateName>

<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>
</nc:Address>
<m:LocationAugmentation>
<m:LocationPort>
<m:PortCodeText>USOAK</m:PortCodeText>
<m:PortName>Port of Oakland</m:PortName>
</m:LocationPort>
</m:LocationAugmentation>
</m:CargoDestinationLocation>
<m:CargoHazmatDeclaration>

<m:HazmatDeclarationChemicalCommonName>Pesticide</m:HazmatDeclara
tionChemicalCommonName>
<m:HazmatDeclarationDescriptionText>Division 2.3
Poisonous Gas</m:HazmatDeclarationDescriptionText>
<m:HazmatDeclarationMaterialAmountMeasure>
<nc:MeasureValueText>100</nc:MeasureValueText>
<nc:MeasureUnitText>Barrel</nc:MeasureUnitText>
</m:HazmatDeclarationMaterialAmountMeasure>

<m:HazmatDeclarationUNHazmatCode>UN3018</m:HazmatDeclarationUNHaz
matCode>
</m:CargoHazmatDeclaration>

<m:CargoPackagedIndicator>true</m:CargoPackagedIndicator>

<m:CargoResidueIndicator>false</m:CargoResiduelndicator>
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</mda:CDCCargo>
</mda:CDCCargoList>
</mda:noticeofarrival>
</gml: featureMember>
</wfs:FeatureCollection>
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Annex C

NIEM/IC Schema Description Sample

This annex provides a sample of the schema description for a NIEM/IC
wis:FeatureCollection.

<?xml version="1.0" encoding="utf-16"
standalone="yes"?><xs:schema version="1.1"
elementFormDefault="qualified"
xmlns:wfs="http://www.opengis.net/wfs"
xmlns:gml="http://www.opengis.net/gml"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:cp="http://www.thecarbonproject.com"
xmlns:mda="http://release.niem.gov/niem/domains/maritime/3.0/mda/
" xmlns:ntk="urn:us:gov:ic:ntk" xmlns:ism="urn:us:gov:ic:ism"
xmlns:nc="http://release.niem.gov/niem/niem-core/3.0/" xmlns:mda-
codes="http://release.niem.gov/niem/domains/maritime/3.0/mda/code
s/" xmlns:m="http://release.niem.gov/niem/domains/maritime/3.0/"
xmlns:geo="http://release.niem.gov/niem/adapters/geospatial/3.0/"
><xs:import
schemaLocation="http://release.niem.gov/niem/domains/maritime/3.0
/maritime.xsd"
namespace="http://release.niem.gov/niem/domains/maritime/3.0/"
/><xs:import schemalocation="http://release.niem.gov/niem/niem-
core/3.0/niem-core.xsd"
namespace="http://release.niem.gov/niem/niem-core/3.0/"
/><xs:import
schemaLocation="http://release.niem.gov/niem/domains/maritime/3.0
/mda/mda.xsd"
namespace="http://release.niem.gov/niem/domains/maritime/3.0/mda/
" /><xs:import
schemalLocation="http://schemas.opengis.net/gml/3.1.1/base/gml.xsd
" namespace="http://www.opengis.net/gml/" /><xs:element
substitutionGroup="gml: Feature" type="cp:noticeofarrival Type"
name="noticeofarrival" /><xs:complexType

name="noticeofarrival Type"><xs:sequence><xs:element
name="Voyage" type="m:VoyageType" /><xs:element name="Vessel"
type="nc:VesselType" /><xs:element name="Arrival"
type="mda:PortVisitType" /><xs:element name="Departure"
type="mda:PortVisitType" /><xs:element name="LastPortOfCall"
type="mda:PortVisitType" /><xs:element name="NextPortOfCallList"
type="mda:NextPortOfCallListType" /><xs:element
name="CDCCargoList" type="mda:CDCCargoListType"
/></xs:sequence></xs:complexType></xs:schema>
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Annex D

OutputFormat for Security Info Sample

<?xml version="1.0" encoding="UTF-8"7?>
-<wfs:FeatureCollection
xsi:schemalLocation="http://schemas.opengis.net/wfs/2.0/wfs.xsd
http://schemas.opengis.net/gml/3.1.1/base/gml.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:gml="http://www.opengis.net/gml"
xmlns:wfs="http://www.opengis.net/wfs">

-<gml :member>

-<tdf:TrustedDataObject xmlns:tdf="urn:us:gov:ic:tdf">
-<tdf:HandlingAssertion tdf:scope="TDO">
-<tdf:HandlingStatement>

-<edh:Edh ntk:DESVersion="9" ism:DESVersion="10"
arh:DESVersion="2" icid:DESVersion="1" edh:DESVersion="3"
xmlns:ntk="urn:us:gov:ic:ntk" xmlns:ism="urn:us:gov:ic:ism"
xmlns:arh="urn:us:gov:ic:arh" xmlns:icid="urn:us:gov:ic:id"
xmlns:edh="urn:us:gov:ic:edh">
<icid:Identifier>guide://999123/NOAO01EDHO1</icid:Identifier>
<edh:DataltemCreateDateTime>2025-12-
10T00:00:35Z</edh:DataltemCreateDateTime>
-<edh:ResponsibleEntity>

<edh:Country>USA</edh:Country>
<edh:0Organization>USG</edh:0rganization>
</edh:ResponsibleEntity>

-<arh:Security ism:ownerProducer="USA" ism:classification="U">
-<ntk:Access ism:ownerProducer="USA" ism:classification="U">
-<ntk:RequiresAnyOf ism:ownerProducer="USA"
ism:classification="U">

-<ntk:AccessGroupList>

-<ntk:AccessGroup>

<ntk:AccessPolicy ism:ownerProducer="USA"
ism:classification="U">Roles</ntk:AccessPolicy>
<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">NIMS-FEMA-Msn-RegionIX-
ICS</ntk:AccessGroupValue>

<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">MDA-USCG-Msn-Districtll-
ROC</ntk:AccessGroupValue>

<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">SEMS-CA-Ent-CoastalRegion-
MAC</ntk:AccessGroupValue>
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<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">SEMS-CA-Ent-StateOperationsCenter-
MAC</ntk:AccessGroupValue>

</ntk:AccessGroup>

</ntk:AccessGroupList>

-<ntk:AccessProfilelList ism:ownerProducer="USA"
ism:classification="U">

-<ntk:AccessProfile ism:ownerProducer="USA"
ism:classification="U">

<ntk:AccessPolicy ism:ownerProducer="USA"
ism:classification="U">slt-ntk.aces</ntk:AccessPolicy>

<ntk:AccessProfileValue ism:ownerProducer="USA"
ism:classification="U"
ntk:vocabulary="urn:us:gov:ic:cvenum:usagency:agencyacronym">SLT<
/ntk:AccessProfileValue>

</ntk:AccessProfile>

</ntk:AccessProfileList>

</ntk:RequiresAnyOf>

</ntk:Access>

</arh:Security>

</edh:Edh>

</tdf:HandlingStatement>

</tdf:HandlingAssertion>

-<tdf:HandlingAssertion tdf:scope="PAYL">
-<tdf:HandlingStatement>

-<edh:Edh ntk:DESVersion="9" ism:DESVersion="10"
arh:DESVersion="2" icid:DESVersion="1" edh:DESVersion="3"
xmlns:ntk="urn:us:gov:ic:ntk" xmlns:ism="urn:us:gov:ic:ism"
xmlns:arh="urn:us:gov:ic:arh" xmlns:icid="urn:us:gov:ic:id"
xmlns:edh="urn:us:gov:ic:edh">
<icid:Identifier>guide://999123/NOAO01EDHO1</icid:Identifier>
<edh:DataltemCreateDateTime>2025-12-
10T00:00:35Z</edh:DataltemCreateDateTime>
-<edh:ResponsibleEntity>

<edh:Country>USA</edh:Country>
<edh:0Organization>USG</edh:0rganization>
</edh:ResponsibleEntity>

-<arh:Security ism:ownerProducer="USA" ism:classification="U">
-<ntk:Access ism:ownerProducer="USA" ism:classification="U">
-<ntk:RequiresAnyOf ism:ownerProducer="USA"
ism:classification="U">

-<ntk:AccessGroupList>

-<ntk:AccessGroup>

<ntk:AccessPolicy ism:ownerProducer="USA"
ism:classification="U">Roles</ntk:AccessPolicy>
<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">NIMS-FEMA-Msn-RegionIX-
ICS</ntk:AccessGroupValue>
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<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">MDA-USCG-Msn-Districtll-
ROC</ntk:AccessGroupValue>

<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">SEMS-CA-Ent-CoastalRegion-
MAC</ntk:AccessGroupValue>

<ntk:AccessGroupValue ism:ownerProducer="USA"
ism:classification="U">SEMS-CA-Ent-StateOperationsCenter-
MAC</ntk:AccessGroupValue>

</ntk:AccessGroup>

</ntk:AccessGroupList>

-<ntk:AccessProfilelist ism:ownerProducer="USA"
ism:classification="U">

-<ntk:AccessProfile ism:ownerProducer="USA"
ism:classification="U">

<ntk:AccessPolicy ism:ownerProducer="USA"
ism:classification="U">slt-ntk.aces</ntk:AccessPolicy>

<ntk:AccessProfileValue ism:ownerProducer="USA"
ism:classification="U"
ntk:vocabulary="urn:us:gov:ic:cvenum:usagency:agencyacronym">SLT<
/ntk:AccessProfileValue>

</ntk:AccessProfile>

</ntk:AccessProfileList>

</ntk:RequiresAnyOf>

</ntk:Access>

</arh:Security>

</edh:Edh>

</tdf:HandlingStatement>

</tdf:HandlingAssertion>

-<tdf:StructuredPayload>

-<cp:noticeofarrival ism:DESVersion="11" ntk:DESVersion="9"
xmlns:ntk="urn:us:gov:ic:ntk" xmlns:ism="urn:us:gov:ic:ism"
ism:ownerProducer="USA" ism:classification="C"
fid="noticeofarrival.l" ism:declassDate="2050-12-01"
ism:classificationReason="Classified due to sensitive maritime
security information." ism:classifiedBy="USCG"
ism:resourceElement="true"
xmlns:geo="http://release.niem.gov/niem/adapters/geospatial/3.0/"
xmlns:m="http://release.niem.gov/niem/domains/maritime/3.0/"
xmlns:mda-
codes="http://release.niem.gov/niem/domains/maritime/3.0/mda/code
s/" xmlns:nc="http://release.niem.gov/niem/niem-core/3.0/"
xmlns:mda="http://release.niem.gov/niem/domains/maritime/3.0/mda/
" xmlns:cp="http://www.thecarbonproject.com">

-<mda:Voyage ism:ownerProducer="USA" ism:classification="U">
<m:VoyageCategoryText>Foreign to US</m:VoyageCategoryText>
-<m:VoyageIdentification>
<nc:IdentificationID>1</nc:IdentificationID>
</m:VoyageIdentification>
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</mda:Voyage>

-<mda:Vessel ism:ownerProducer="USA" ism:classification="U">
-<m:VesselAugmentation ism:ownerProducer="USA"
ism:classification="U">
<m:VesselCallSignText>H3LP</m:VesselCallSignText>
<m:VesselCargoCategoryText>Harmful
Substances</m:VesselCargoCategoryText>
<m:VesselCategoryText>Container Ship</m:VesselCategoryText>
<mda:VesselCDCCargoOnBoardIndicator>true</mda:VesselCDCCargoOnBoa
rdIndicator>

-<mda:VesselCharterer ism:ownerProducer="USA"
ism:classification="C" ntk:access="#Roles|Group”"MDA-USCG-Msn-
Districtll-ROC">

-<nc:EntityOrganization>

-<nc:0rganizationLocation>

-<nc:Address>
<nc:LocationCountryIS03166Alpha2Code>KR</nc:LocationCountryIS0316
6Alpha2Code>

</nc:Address>

</nc:0rganizationLocation>

<nc:0rganizationName>SK Shipping</nc:0rganizationName>
</nc:EntityOrganization>

</mda:VesselCharterer>

<m:VesselClassText>Bulk Carrier</m:VesselClassText>
<m:VesselClassificationSocietyName>Germanischer
Lloyd</m:VesselClassificationSocietyName>
-<m:VesselContactInformation>

—-<nc:ContactTelephoneNumber>
-<nc:InternationalTelephoneNumber>
<nc:TelephoneNumberID>800-555-1212</nc:TelephoneNumberID>
</nc:InternationalTelephoneNumber>
<nc:TelephoneNumberCategoryCode>work</nc:TelephoneNumberCategoryC
ode>

</nc:ContactTelephoneNumber>

-<nc:ContactEntity>

-<nc:EntityPerson>

-<nc:PersonName>

<nc:PersonFullName>James Smith</nc:PersonFullName>
</nc:PersonName>

</nc:EntityPerson>

</nc:ContactEntity>

</m:VesselContactInformation>

-<m:VesselDOCCertificate>

-<nc:DocumentExpirationDate>
<nc:Date>2028-04-24T00:00:00</nc:Date>
</nc:DocumentExpirationDate>

-<m:CertificatelssueDate>
<nc:Date>2028-04-25T00:00:00</nc:Date>
</m:CertificateIssueDate>

-<m:CertificatelssuingAgency>

-<nc:EntityOrganization>
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<nc:0rganizationName>U.S. Coast Guard</nc:0rganizationName>
</nc:EntityOrganization>

</m:CertificateIssuingAgency>

</m:VesselDOCCertificate>

-<m:VesselISSC ism:ownerProducer="USA" ism:classification="C"
ntk:access="#Roles|Group"MDA-USCG-Msn-District11-ROC">
-<m:CertificatelssueDate>

<nc:Date>2022-06-22T00:00:00</nc:Date>

</m:CertificateIssueDate>

-<m:CertificatelssuingAgency>

-<nc:EntityOrganization>

<nc:0rganizationName>Government of Bermuda, Department of
Maritime Administration</nc:0rganizationName>
</nc:EntityOrganization>

</m:CertificateIssuingAgency>

-<m:RecognizedISSCSecurityEntity>

-<nc:EntityOrganization>

<nc:0rganizationName>Government of Bermuda, Department of
Maritime Administration</nc:0rganizationName>
</nc:EntityOrganization>

</m:RecognizedISSCSecurityEntity>
-<m:VesselSecurityOfficerContactInformation>
—-<nc:ContactTelephoneNumber>

-<nc:InternationalTelephoneNumber>
<nc:TelephoneNumberID>888-234-5432</nc:TelephoneNumberID>
</nc:InternationalTelephoneNumber>
<nc:TelephoneNumberCategoryCode>work</nc:TelephoneNumberCategoryC
ode>

</nc:ContactTelephoneNumber>
<nc:ContactEmailID>ftest@test.com</nc:ContactEmailID>
-<nc:ContactEntity>

-<nc:EntityPerson>

-<nc:PersonName>

<nc:PersonFullName>Frank Test</nc:PersonFullName>
</nc:PersonName>

</nc:EntityPerson>

</nc:ContactEntity>

</m:VesselSecurityOfficerContactInformation>
<m:VesselSecurityPlanImplementedIndicator>true</m:VesselSecurityP
lanImplementedIndicator>

</m:VesselISSC>

<m:VesselMMSIText>352948000</m:VesselMMSIText>

<m:VesselName>MSC NERISSA</m:VesselName>
<m:VesselNationalFlagIS03166Alpha2Code>PA</m:VesselNationalFlagIs
03166Alpha2Code>
<m:VesselOfficialCoastGuardNumberText>US878N2</m:VesselOfficialCo
astGuardNumberText>

-<m:VesselOperator ism:ownerProducer="USA" ism:classification="C"
ntk:access="#Roles|Group"MDA-USCG-Msn-District11-ROC">
-<nc:EntityPerson>
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-<nc:PersonName>

<nc:PersonFullName>Dan James</nc:PersonFullName>
</nc:PersonName>

</nc:EntityPerson>

</m:VesselOperator>

-<m:VesselOwner>

-<nc:EntityOrganization>

<nc:0rganizationName>MSC Mediterranean Shipping
Company</nc:0rganizationName>

</nc:EntityOrganization>

</m:VesselOwner>

-<m:VesselSafetyManagementCertificate ism:ownerProducer="USA"
ism:classification="C" ntk:access="#Roles|Group”"MDA-USCG-Msn-
Districtl1l-ROC">

-<nc:DocumentExpirationDate>
<nc:Date>2027-12-01T00:00:00</nc:Date>
</nc:DocumentExpirationDate>

-<m:CertificatelssueDate>
<nc:Date>2017-03-12T00:00:00</nc:Date>
</m:CertificateIssueDate>

-<m:CertificatelssuingAgency>

-<nc:EntityOrganization>

<nc:0rganizationName>U.S. Coast Guard</nc:0rganizationName>
</nc:EntityOrganization>

</m:CertificateIssuingAgency>
</m:VesselSafetyManagementCertificate>
</m:VesselAugmentation>

<mda:VesselCargoOnBoardIndicator>true</mda:VesselCargoOnBoardIndi

cator>
-<mda:VesselCertificateOfFinancialResponsibilityOperator
ism:ownerProducer="USA" ism:classification="U"
ntk:access="#Roles|Group"MDA-USCG-Msn-District11-ROC">
-<mda:VesselCertificateOfFinancialResponsibilityOperator>
-<nc:EntityOrganization>

<nc:0rganizationName>MSC Mediterranean Shipping
Company</nc:0rganizationName>

</nc:EntityOrganization>
</mda:VesselCertificateOfFinancialResponsibilityOperator>
</mda:VesselCertificateOfFinancialResponsibilityOperator>
<mda:VesselSubCategoryText>Anhydrous
Ammonia</mda:VesselSubCategoryText>

</mda:Vessel>

-<mda:Arrival ism:ownerProducer="USA" ism:classification="U">
<mda:VisitAnchorageText>Main Anchorage</mda:VisitAnchorageText>
-<mda:VisitExpectedArrivalDateTime>
<nc:DateTime>2025-12-10T14:30:00</nc:DateTime>
</mda:VisitExpectedArrivalDateTime>
-<mda:VisitLocationInPort>
<m:PortName>Oakland</m:PortName>
<nc:LocationStateName>CA</nc:LocationStateName>
<nc:LocationCityName>Oakland</nc:LocationCityName>
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-<mda:PortAugmentation>

-<m:LocationPoint>

-<gml:Point xmlns:gml="http://www.opengis.net/gml">

<gml:pos srsDimension="2">-122.295 37.6965</gml:pos>
</gml:Point>

</m:LocationPoint>

</mda:PortAugmentation>

</mda:VisitLocationInPort>
<mda:VisitReceivingFacilityName>Pier
57</mda:VisitReceivingFacilityName>

</mda:Arrival>

-<mda:Departure ism:ownerProducer="USA" ism:classification="U">
-<mda:VisitExpectedDepartureDateTime>
<mda:DateTime>2025-12-16T00:00:00</mda:DateTime>
</mda:VisitExpectedDepartureDateTime>

</mda:Departure>

-<mda:LastPortOfCall ism:ownerProducer="USA"
ism:classification="U" ntk:access="#Roles|Group”"MDA-USCG-Msn-
Districtl1-ROC">

-<mda:VisitActualArrivalDateTime>
<nc:DateTime>2025-11-25T00:00:00</nc:DateTime>
</mda:VisitActualArrivalDateTime>
-<mda:VisitActualDepartureDateTime>
<mda:DateTime>2025-11-30T00:00:00</mda:DateTime>
</mda:VisitActualDepartureDateTime>
-<mda:VisitLocationInPort>

<m:PortName>Port of Portland, Oregon</m:PortName>
<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>

<nc:LocationStateName>OR</nc:LocationStateName>
<nc:LocationCityName>Portland</nc:LocationCityName>
</mda:VisitLocationInPort>

</mda:LastPortOfCall>

-<mda:NextPortOfCalllList ism:ownerProducer="USA"
ism:classification="U" ntk:access="#Roles|Group”"MDA-USCG-Msn-
Districtl1-ROC">

-<mda:NextPortOfCall>

-<mda:VisitExpectedArrivalDateTime>
<nc:DateTime>2026-01-02T00:00:00</nc:DateTime>
</mda:VisitExpectedArrivalDateTime>
-<mda:VisitExpectedDepartureDateTime>
<nc:DateTime>2026-01-07T00:00:00</nc:DateTime>
</mda:VisitExpectedDepartureDateTime>
-<mda:VisitLocationInPort>

<m:PortName>Port of Long Beach</m:PortName>
<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>

<nc:LocationStateName>CA</nc:LocationStateName>
<nc:LocationCityName>Long Beach</nc:LocationCityName>
</mda:VisitLocationInPort>
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</mda:NextPortOfCall>

</mda:NextPortOfCallList>

-<mda:CDCCargolList ism:ownerProducer="USA" ism:classification="C"
ntk:access="#Roles|Group”"MDA-USCG-Msn-District11-ROC
Roles|Group”NIMS-FEMA-Msn-RegionIX-IC">

-<mda:CDCCargo>

-<m:CargoDestinationLocation>

-<nc:Address>

<nc:LocationStateName>CA</nc:LocationStateName>
<nc:LocationCountryIS03166Alpha2Code>US</nc:LocationCountryIS0316
6Alpha2Code>

</nc:Address>

-<m:LocationAugmentation>

-<m:LocationPort>

<m:PortCodeText>USOAK</m:PortCodeText>

<m:PortName>Port of Oakland</m:PortName>

</m:LocationPort>

</m:LocationAugmentation>

</m:CargoDestinationLocation>

-<m:CargoHazmatDeclaration>
<m:HazmatDeclarationChemicalCommonName>Pesticide</m:HazmatDeclara
tionChemicalCommonName>
<m:HazmatDeclarationDescriptionText>Division 2.3 Poisonous
Gas</m:HazmatDeclarationDescriptionText>
-<m:HazmatDeclarationMaterialAmountMeasure>
<nc:MeasureValueText>100</nc:MeasureValueText>
<nc:MeasureUnitText>Barrel</nc:MeasureUnitText>
</m:HazmatDeclarationMaterialAmountMeasure>
<m:HazmatDeclarationUNHazmatCode>UN3018</m:HazmatDeclarationUNHaz
matCode>

</m:CargoHazmatDeclaration>
<m:CargoPackagedIndicator>true</m:CargoPackagedIndicator>
<m:CargoResidueIndicator>false</m:CargoResiduelndicator>
</mda:CDCCargo>

</mda:CDCCargoList>

</cp:noticeofarrival>

</tdf:StructuredPayload>

</tdf:TrustedDataObject>

</gml:member>

</wfs:FeatureCollection>
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