










OGC 12-118 

Copyright © 2013 Open Geospatial Consortium 30 
 

name()='ResourceList'][1]/*[local-name()='Layer'][1]"> 
<Decision>Deny</Decision> 
<Status> 
<StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
</Status> 
</Result> 
<Result ResourceId="/*[local-name()='OWSContext'][1]/*[local-
name()='ResourceList'][1]/*[local-name()='Layer'][2]"> 
<Decision>Permit</Decision> 
<Status> 
<StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
</Status> 
</Result> 
</Response> 

Table 8 — XACML MRP response example 
 

Processing of the AD above has the effect that the PEP removes that XML element from 
the CSW response, which is referenced by the following xpath expression:  

/*[local-name()='OWSContext'][1]/*[local-name()='ResourceList'][1]/*[local-
name()='Layer'][1]"> 

This XML element actually represents the following resource listing in the OWS Context 
document: 

<?xml version="1.0" encoding="UTF-8"?> 
<Layer queryable="0" hidden="0" group="Layers" id="2957"> 
  <ows:Title>hydro</ows:Title> 
  <ows:Abstract>hydro</ows:Abstract> 
  <ows:Identifier>hydro</ows:Identifier> 
  <ows:OutputFormat>image/gif</ows:OutputFormat> 
  <ows:OutputFormat>image/png</ows:OutputFormat> 
  <ows:OutputFormat>image/jpeg</ows:OutputFormat> 
  <ows:AvailableCRS>EPSG:4326</ows:AvailableCRS> 
  <ows:BoundingBox crs="EPSG:4326"> 
    <ows:LowerCorner>-71.1485566986829 42.2593928033786</ows:LowerCorner> 
    <ows:UpperCorner>-71.0016725358029 42.4399863588876</ows:UpperCorner> 
  </ows:BoundingBox> 
  <Server service="WMS" version="1.1.1" title="Boston on Oracle"> 
    <OnlineResource xlink:type="simple" 
xlink:href="http://webservices2.ionicsoft.com/ionicweb/wfs/BOSTON_ORA"/> 
  </Server> 
  <sld:MinScaleDenominator>5000</sld:MinScaleDenominator> 
  <sld:MaxScaleDenominator>50000</sld:MaxScaleDenominator> 
  <StyleList> 
    <Style current="1"> 
      <Name>default</Name> 
      <Title>default</Title> 
    </Style> 
  </StyleList> 
</Layer> 

Table 9 — OWS Context example 
 



OGC 12-118 

Copyright © 2013 Open Geospatial Consortium 31 
 

6.4 Access Management to the CSW and the WFSs 

For the CCI cross thread security, the same users and access rights are defined as for the 
SSI thread. However, additional access constraints refering to the need-to-know principle 
are defined for the CSW. 

6.4.1 Protected data sets and services 

For the CCI cross thread security activity, the following Web Feature Service instances 
are deployed: 

Haiti	  data	  sets:	  	  
WFS abbreviation WFS URL 

USGS http://ows9.secure-dimensions.org/service/WFS/USGS 

VGI http://ows9.secure-dimensions.org/service/WFS/VGI 

MINUSTAH http://ows9.secure-dimensions.org/service/WFS/MINUSTAH  

Table 10 — Haiti data set WFS URLs 
 

Monterey	  data	  sets:	  
WFS abbreviation WFS URL 

NGA http://ows9.secure-dimensions.org/service/WFS/NGA 

Table 11 — Monterey data set WFS URLs 
 

Each	  service	  endpoint	  enforces	  the	  access	  rights	  as	  defined	  for	  the	  SSI	  thread	  as	  it	  
got	  introduced	  in	  the	  SSI	  security	  section	  above.	  	  
6.4.2 CSW Access Rights 

The concern with the catalogue is that a user must only see records according to the need-
to-know principle. In order to enforce these access constraints, the CSW for the CCI 
cross thread activity is protected and the response is filtered based on the rights of the 
user. The protected services for the Haiti and Montrey data set can be discovered through 
the following CSW end point: 

http://ows-9-ext.compusult.net/service/CSW/CCI  

The	  discovery	  of	  the	  different	  service	  records	  is	  constrained	  as	  follows: 	  
User Access Rights How is the CSW response 

modified? 
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Chief All WFS can be discovered n/a 

Placebo Cannot discover any of the 
WFS above 

All records of the above WFSs 
(USGS, VGI, MINUSTAH, NGA) are 
removed from the response and the 
attribute “numberofMatchesReturned” 
is modified accordingly. 

HResponder 

HAnalyst 

Can discover the USGS, VGI 
and MINUSTAH WFS 

Can discover the NGA WFS 
but not the service endpoint. 

The service endpoint for the NGA 
WFS is removed from the result 
record if present. So the user can see 
the NGA WFS record but not execute 
it because the service endpoint is 
missing. 

Mresponder 

MAnalyst 

All WFS can be discovered n/a 

Table 12 — Access Rights for CSW 
 

6.5 Deployment and Flow of Information 

As we can see in the illustration of the deployment below, different flows of information 
are possible: 

1) The Integrated Client interacts with the Catalogue service (CSW) and the user 
searches for applicable services. The client then excutes the WFS directly, hence 
bypassing the middleware service.  

2) The Integrated Client interacts with the middleware service, eg. a semantic 
mediation service or a WPS, which acts on the client’s behalf. In order to get the 
user identity to the CSW and the WFS, it is required that the middleware service 
forwards the user identity, e.g. as a dedicated HTTP header. If the middleware 
service is secured by HTTP basic authentication for example, it could use that 
information and insert it into the decicated HTTP header when executing the 
CSW or the WFSs. 
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Figure 15 — CCI Cross-Thread Architecture including security components  

 

6.6 Security Requirements 

For the sake of enforcing access rights based on the user identity, it is required that each 
protected service – hence the PEP – receives user identity information with each request. 
For the service architecture illustrated above, two different interaction patterns – 
according to OGC Topic 12 - can be identified: 

 Transparent Chaining: The client has a direct communication with the protected 
service and it is the user controlling the interaction. 

 Opaque Chaining: The client has only direct communication with the middleware 
service (e.g. a workflow service) and then the middleware service executes the 
backend services; the WFSs in this case. 

In terms of authentication, the transparent chaining is straight forward: Each PEP 
endpoint can be setup to require HTTP Basic Authentication. This requires the client to 
provide the HTTP Header “Authorization” as recommended by IETF 2617. But for the 
opaque chaining, the question is how does the identity information make it to the 
underlying WFSs. Various options exist that invlove WS-Security or the use of custom 
HTTP headers. For OWS9, the recommendation to use HTTP headers was named in 
favor over WS-Security at the kick-of meeting. 

The proposal for the CCI cross thread security activity is to use the HTTP header named 
SUBJECT_ROLE to carry the information of the user’s role. As an alternative, if user 
roles are not supported, the user identity could be placed inside that custom HTTP 
header.  

An example flow of communication involving the WFS Semantic Mediator service is 
outlined in the sequence diagram below. 
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Figure 16 — CCI Cross-Thread example interactions between components  

In more detail, the sequence of interactions are such: 

 (1) The Integrated Client is executing the CSW to undertake a catalogue query. 
Because this service endpoint is protected by a PEP which enforces access 
constraints upon a user role, the user must login first. 

 (1a) The PEP sends the Integrated client the basic authentication challenge. After 
the user has logged in, she must select a role that is to be used on any future 
requests, in particular to the CSW and the Semantic Mediator. 

 (2) The CSW returns the FILTERED query result. Because the user is unaware of 
how much of the matching records gets filtered, this response can potentially be 
empty! 

 (3) Based on the result from the catalogue, the user selects the resources to be 
used and tasks the semantic mediator. Because this service is protected, the user 
must login in. 

 (3a) The Semantic Mediator is sending the Integrated Client the login challenge. 
After a successful login, the user’s role gets attached to the request as an HTTP 
Header named SUBJECT_ROLE. 

 (4a, 5a) The Semantic Mediator executes the WFSs. Because these services are 
Back-Office services, the Semantic Mediator must not response to a http basic 
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login challenge. However, in order to enforce access rights based on the user’s 
role, the request must contain the HTTP Header named SUBJECT_ROLE. 

 (4b, 5b) The WFS / PEP returns the filtered response to the Semantic Mediator. It 
is important to note that the result could not contain a feature at all, depending on 
the request and the access constraints in place. 

 (6) The Semantic Mediator returns the result to the Integrated Client. 

6.7 Pros / Cons of the security approach above 

The big pro of the approach is that it uses simplified authentication (HTTP Basic 
Authentication). The direct cons resulting from that is that the user must login with the 
CSW and the Semantic Mediator separately. Because of that, the use of the “services” is 
not seamless. The direct implication from that is the access control in place with the CSW 
and the WFS MUST be harmonized. But because it is not possible with the separate user 
management (at the CSW and the Semantic Mediator) to ensure that the user takes the 
same login at both services such that the access right enforcement fits. It is also a con that 
the role management is kept separate with each service’s user management.  

In any case where a user does pick different roles with using the CSW and the Semantic 
Mediator, there is a good likelihood that the user cannot use the system at all or the result 
is bogus. In the extreme case, where the user picks two different roles which have disjoint 
access rights on the CSW and the WFSs, the user may (i) receive CSW results containing 
WFS endpoints that cannot be executed; (ii) user may not receive records for WFSs even 
though she had access rights. 

 

Figure 17 — Roles and Access Rights for CSW and WFS are harmonized  
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Figure 18 — Roles and Access Rights for CSW and WFS are not harmonized  

 

6.8 Possible way to improve the security approach above 

In order to improve the situation above for the user, a single-sign-on would ensure that 
the services could be used more seamlessly. But the more important point is that the 
single-sign-on with another entity, and sharing the user credentials among the CSW and 
the Semantic Mediator, would guarantee the possibility to harmonize access rights at the 
CSW and the Semantic Mediator. This is because with single sign on, always the same 
user credentials are used with the CSW and the Semantic Mediator and therefore the 
WFSs. In order to enable this guarantee, that always the same credentials are used among 
different services is considered an access management federation. A possible 
implementation can be based on the OASIS standard Security Assertion Markup 
Language (SAML). 

The other improvement would be that the user / role management must not take place at 
each service provider. Instead the commonly trusted entity, called an Identity Provider, 
would take care about this. At login, the user must select the role which is going to be 
used on all services of the federation.  

Single-Sign-On would also allow the separation of the login flow from the interactions 
with the services. Such, the user could use the Integrated Client first to authenticate with 
the Identity Provider. Once that step is completed, the user could commence the CSW 
and then the Semantic Mediator which no additional login.  

Because SAML enables to separate the communication required to exchange security 
assertions (e.g. user credentials) and the actual OGC service requests, the Semantic 
Mediator must not provide Role management; instead it could “simply” use the user Role 
provided in the user credentials and forward that to the WFSs. However, the client might 
have to implement some security, depending if it is a Web Browser based client or not. In 
case the Integrated Client where some Web Browser based client using JavaScript, 
potentially no changes to the client where required. In case the client where a desktop 
client (e.g. C++ or Java implementation), the implementation of the SAML2 Profile ECP 
and the PAOS Binding where required. 
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Figure 19 — Federated Approach  
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7 WFS Request Rewriting vs. Response Filtering (SSI Thread Scenario)  

For the SSI thread, the master scenario requires from the access control system in place 
for the Monterey data to enforce conditions on spatial and temporal characteristics of 
features. Because the features are served by a WFS 2.0, it is the main goal of the security 
solution in place to “challenge” the WFS standard interface such, that the conditions can 
be enforced.  

Different feature types are served by one WFS instance. But, different access restrictions 
are in place for different feature types. For example, a Monterey Analyst can see all 
features regardless of type and regardles of the security tagging. However, a Monterey 
Responder can not see those features that are tagged secret or tagged alternatively secret 
and the request is within a given time window. 

7.1 Motivation for an Access Control System with Request Rewriting 

Even though the WFS supports a request where all those features are not fetched which 
property has a certain value using the OWS Filter mechanism, the client will not create 
the request as such.  

The problem is that the client is not aware of any access restrictions at the service side 
and therefore would simply issue WFS requests regardless if they meet the access rights 
of the current user. It is therefore the job of the security component – to be placed within 
the information flow between the client and the service – to modify the client request 
such that it meets the access rights of the user before forwarded to the WFS. 

WFS request rewriting has its limitations. The limitations arrive from the WFS 
implementation / the version implemented. Basically, all those access rights could be 
enforced that can be represented by a standard compliant WFS request. Understanding 
the WFS request as a SQL select statement, the important bit is the WHERE clause. For a 
WFS, this is represented by the OWS Filter. Basically, all access rights could be enforced 
for which a OWS FILTER expression can be created.  

 

Constraints on Rewriting requirement Can be enforced using 
request rewriting 

Feature type Requires to modify the parameter 
typeNames 

Yes 

Feature instance 
through string 
property value 
condition 

Requires to modify the parameter FILTER 
or to create one reflecting the conditions  

Yes 

Feature instance 
through spatial 

Requires to modify the parameter FILTER Yes, but limited to 
topological conditions 
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property value 
condition 

or to create one reflecting the conditions  (must be implemented 
by WFS) 

Feature instance 
through temporal 
property value 
condition 

Requires to modify the parameter FILTER 
or to create one reflecting the conditions  

Maybe1 

Feature instance 
but only certain 
properties 

Requires to modify the parameter 
propertyNames 

Yes, but restricted 
properties must not be 
mandatory in the 
schema2 

Table 13 — OWS Filter outreach on WFS request re-writing 
 

The following simplified arechitecture illustrates the security solution invloving the 
XACML 2.0 standard and the recommended components 

 

 

 Figure 20 — WFS Access Control (request rewriting) 

Presuming that a constrain exists for the feature type tds:BuildingGeosurface and that the 
user may only see those feature instances that are not marked secret through security 
marking on property tds:restriction.securityAttributesGroup_resClassification, the 
following request rewriting must take place inside the green box: 

(1) – Request from the client: 
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 Depending on the implemented FILTER condition functions. In case no temporal condition functions are 
implemented, the use of date or time related conditions in the Filter is not possible.  
2 WFS must return a valid response and therefore include all those properties which are mandatory in the schema, 
regardless if explicitly requested. 
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/…/wfs?service=WFS&request=GetFeature&version=2.0.0&srsName=urn:ogc:def:crs:EPSG::4326&ty
peNames=tds:BuildingGeosurface&namespaces=xmlns(tds,http%3A%2F%2Fmetadata.dod.mil%2Fmdr%2
Fns%2FGSIP%2F3.0%2Ftds%2F3.0 

(2) – Request to the WFS 

/…/wfs?service=WFS&request=GetFeature&version=2.0.0&srsName=urn:ogc:def:crs:EPSG::4326&ty
peNames=tds:BuildingGeosurface&namespaces=xmlns(tds,http%3A%2F%2Fmetadata.dod.mil%2Fmdr%2
Fns%2FGSIP%2F3.0%2Ftds%2F3.0)&        
 FILTER=<fes:Filter xmlns:fes="http://www.opengis.net/fes/2.0" 
xmlns:tds="http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0"><fes:PropertyIsNotEqualTo><fe
s:ValueReference>tds:restriction.securityAttributesGroup_resClassification</fes:ValueRefe
rence><fes:Literal>S</fes:Literal></fes:PropertyIsNotEqualTo></fes:Filter> 

Presuming	  tha	  a	  constraint	  exists	  regarding	  security	  tagging	  but	  only	  being	  effective	  
for	  a	  certain	  time	  window,	  the	  corresponding	  filter	  expression	  would	  look	  like	  this3:	  
<fes:Filter xmlns:fes="http://www.opengis.net/fes/2.0" 
xmlns:gml="http://www.opengis.net/gml/3.2" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="http://www.opengis.net/fes/2.0 
  http://schemas.opengis.net/filter/2.0/filterAll.xsd 
  http://www.opengis.net/gml/3.2 
  http://schemas.opengis.net/gml/3.2.1/gml.xsd"> 
  <fes:Not> 
    <fes:And> 
      <fes:PropertyIsEqualTo>        
<fes:ValueReference>tds:restriction.securityAttributesGroup_resClassification</fes:Value
Reference> 
        <fes:Literal>S</fes:Literal> 
      </fes:PropertyIsEqualTo> 
      <fes:After> 
<fes:ValueReference>tds:restriction.securityAttributesGroup_resClassificationAlternateDa
teInterval_low</fes:ValueReference> 
        <gml:TimeInstant gml:id="now.1"> 
          <gml:timePosition>2012-10-22T10:00:00Z</gml:timePosition> 
        </gml:TimeInstant> 
      </fes:After> 
      <fes:Before> 
<fes:ValueReference>tds:restriction.securityAttributesGroup_resClassificationAlternateDa
teInterval_high</fes:ValueReference> 
        <gml:TimeInstant gml:id="now.2"> 
          <gml:timePosition>2012-10-22T10:00:00Z</gml:timePosition> 
        </gml:TimeInstant> 
      </fes:Before> 
    </fes:And> 
  </fes:Not> 
</fes:Filter> 

	  

Table 14 — OWS Filter example leveraging dateTime functions 

The	  above	  filter	  expression	  leverages	  from	  the	  Filter	  specification	  logical	  operands	  
(fes:Not	  and	  fes:And),	  string	  operand	  (fes:PropertyIsEqualTo)	  and	  temporal	  operands	  
(fes:Before	  and	  fes:After).	  	  
But,	  if	  such	  a	  filter	  expression	  is	  accepted	  by	  the	  WFS	  depends	  on	  the	  
implementation.	  The	  capabilities	  document	  can	  be	  consulted	  to	  see	  which	  filter	  
condition	  functions	  are	  implemented.	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3 Request URL for the FILTER expression: 
/…/wfs?service=WFS&request=GetFeature&version=2.0.0&srsName=urn:ogc:def:crs:EPSG::4326&ty
peNames=tds:LandAerodromeGeosurface&namespaces=xmlns(tds,http%3A%2F%2Fmetadata.dod.mil%2F
mdr%2Fns%2FGSIP%2F3.0%2Ftds%2F3.0)&filter= 
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The	  following	  capabilities	  snippet	  exploits	  that	  the	  WFS	  has	  implemented	  some	  
geometry,	  spatial,	  temporal	  and	  string	  comparison	  functions	  but	  not	  the	  logical	  
condtion	  functions:	  
<fes:Scalar_Capabilities> 
      <fes:LogicalOperators/> 
      <fes:ComparisonOperators> 
        <fes:ComparisonOperator name="PropertyIsEqualTo"/> 
        <fes:ComparisonOperator name="PropertyIsNotEqualTo"/> 
        <fes:ComparisonOperator name="PropertyIsLessThan"/> 
        <fes:ComparisonOperator name="PropertyIsGreaterThan"/> 
        <fes:ComparisonOperator name="PropertyIsLessThanOrEqualTo"/> 
        <fes:ComparisonOperator name="PropertyIsGreaterThanOrEqualTo"/> 
        <fes:ComparisonOperator name="PropertyIsLike"/> 
        <fes:ComparisonOperator name="PropertyIsNull"/> 
        <fes:ComparisonOperator name="PropertyIsNil"/> 
        <fes:ComparisonOperator name="PropertyIsBetween"/> 
      </fes:ComparisonOperators> 
    </fes:Scalar_Capabilities> 
    <fes:Spatial_Capabilities> 
      <fes:GeometryOperands> 
        <fes:GeometryOperand name="gml:Point"/> 
        <fes:GeometryOperand name="gml:MultiPoint"/> 
        <fes:GeometryOperand name="gml:LineString"/> 
        <fes:GeometryOperand name="gml:Curve"/> 
        <fes:GeometryOperand name="gml:MultiCurve"/> 
        <fes:GeometryOperand name="gml:Polygon"/> 
      </fes:GeometryOperands> 
      <fes:SpatialOperators> 
        <fes:SpatialOperator name="BBOX"/> 
        <fes:SpatialOperator name="Equals"/> 
        <fes:SpatialOperator name="Disjoint"/> 
        <fes:SpatialOperator name="Intersects"/> 
        <fes:SpatialOperator name="Touches"/> 
        <fes:SpatialOperator name="Crosses"/> 
        <fes:SpatialOperator name="Within"/> 
        <fes:SpatialOperator name="Contains"/> 
        <fes:SpatialOperator name="Overlaps"/> 
        <fes:SpatialOperator name="Beyond"/> 
        <fes:SpatialOperator name="DWithin"/> 
      </fes:SpatialOperators> 
    </fes:Spatial_Capabilities> 
    <fes:Temporal_Capabilities> 
      <fes:TemporalOperands> 
        <fes:TemporalOperand name="gml:TimeInstant"/> 
        <fes:TemporalOperand name="gml:TimePeriod"/> 
      </fes:TemporalOperands> 
      <fes:TemporalOperators> 
        <fes:TemporalOperator name="During"/> 
      </fes:TemporalOperators> 
    </fes:Temporal_Capabilities>	  

Table 15 — OWS Filter options implemented by the Monterey WFS 

Basically,	  the	  WFS	  behind	  the	  above	  capabilities	  is	  not	  capabele	  to	  support	  the	  
example	  conditions	  as	  only	  the	  fes:PropertyIsEqualTo	  operand	  is	  supported.	  

7.2 Motivation for an Access Control System with Response Filtering 

In	  cases	  where	  access	  restrictions	  cannot	  be	  implemented	  due	  to	  filter	  expression	  
limitations	  or	  due	  to	  not	  supported	  filter	  operands	  by	  the	  WFS,	  the	  access	  control	  
system	  could	  filter	  /	  modify	  the	  WFS	  response	  before	  it	  is	  sent	  to	  the	  client.	  
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Figure 21 — WFS Access Control (response filtering) 

Using	  the	  same	  infrastructure	  as	  above,	  the	  PEP	  must	  intercept	  the	  response	  from	  
the	  WFS,	  apply	  changes	  and	  then	  forward	  the	  response	  to	  the	  client.	  Regarding	  the	  
options	  that	  could	  be	  supported,	  the	  limitations	  are	  no	  longer	  caused	  by	  the	  Filter	  
specification	  nor	  by	  the	  WFS	  implementation.	  It	  actually	  does	  not	  even	  matter	  which	  
service	  is	  protected	  as	  long	  the	  output	  from	  the	  service	  is	  XML	  and	  its	  structure	  
(schema)	  is	  known.	  
	  
7.3 XACML 2.0 Policy Implications (con terra) 

The	  con	  terra	  implementations	  of	  PEP	  and	  PDP	  make	  use	  of	  request	  rewriting	  and	  
response	  filtering	  techniques	  based	  on	  authorization	  decisions	  to	  implement	  the	  
security	  policies	  defined	  by	  XACML	  2.0	  policies.	  The	  mechanism	  used	  to	  enforce	  a	  
policy	  decision	  highly	  depends	  on	  the	  requested	  WFS	  operation.	  In	  the	  scope	  of	  this	  
testbed,	  the	  con	  terra	  PEP	  authorizes	  access	  to	  the	  WFS	  operations	  GetCapabilities,	  
DescribeFreatureType,	  and	  GetFeature.	  
7.3.1 Underlying Policy Model and General Access 

con	  terra’s	  PEP/PDP	  solution,	  called	  ‘securityManager’	  is	  based	  on	  a	  policy	  model,	  
where	  access	  operations	  are	  mapped	  to	  XACML	  actions.	  Additionally,	  for	  each	  
supported	  service	  type	  securityManager	  defines	  resource	  types	  provided	  by	  that	  
service,	  like	  ‘service’	  or	  ‘feature	  type’.	  Instances	  of	  any	  resource	  type	  are	  expressed	  
as	  resources	  within	  an	  XACML	  policy.	  A	  valid	  target	  element,	  identifying	  the	  WFS	  
operation	  ‘GetFeature’	  in	  conjunction	  with	  a	  feature	  type	  ‘ControlTowerGeopoint’	  
would	  look	  like	  this:	  
<Target> 
  <Subjects> 
    <Subject> 
      <SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
        <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 
          >MAnalyst</AttributeValue> 
        <SubjectAttributeDesignator 
          AttributeId="urn:conterra:names:sdi-suite:policy:attribute:role" 
          DataType="http://www.w3.org/2001/XMLSchema#string"/> 
      </SubjectMatch> 
    </Subject> 
  </Subjects> 
  <Resources> 
    <Resource> 
      <ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
        <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 
          >service.wfs#featuretype::http://services.interactive-instruments.de/xsprojects/ows9-
tds/services/ltds/wfs#ControlTowerGeopoint</AttributeValue> 
        <ResourceAttributeDesignator 
          AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
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          DataType="http://www.w3.org/2001/XMLSchema#string"/> 
      </ResourceMatch> 
    </Resource> 
  </Resources> 
  <Actions> 
    <Action> 
      <ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
        <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" 
          >service.wfs::GetFeature</AttributeValue> 
        <ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
          DataType="http://www.w3.org/2001/XMLSchema#string"/> 
      </ActionMatch> 
    </Action> 
  </Actions>      
</Target> 

Table 16 -- securityManager sample target 

Please	  note,	  that	  this	  target	  also	  requires	  a	  subject’s	  role	  membership	  information	  to	  
be	  present.	  It	  only	  applies	  to	  subjects	  who	  belong	  to	  the	  role	  ‘MAnalyst’.	  
7.3.2 GetCapabilites 

For	  a	  GetCapabilities	  request	  securityManager	  acts	  upon	  the	  request	  path	  as	  well	  as	  
on	  the	  response	  path.	  First,	  it	  checks	  whether	  a	  policy	  exists	  granting	  the	  requesting	  
subject	  to	  perform	  the	  action	  ‘GetCapabilities’	  on	  the	  requested	  service	  
‘http://services.interactive-‐instruments.de/xsprojects/ows9-‐
tds/services/ltds/wfs’.	  If	  so,	  the	  request	  is	  forwarded	  to	  the	  protected	  WFS.	  
The	  response	  of	  the	  WFS	  is	  then	  intercepted	  and	  filtered.	  securityManager	  identifies	  
all	  feature	  types	  referenced	  in	  the	  capabilities	  document	  and	  sends	  an	  ADR	  for	  each	  
feature	  type	  instance	  as	  a	  resource	  and	  action	  type	  ‘GetCapabilities’.	  If	  the	  AD	  is	  not	  
‘permit’,	  securityManager	  removes	  the	  feature	  type	  from	  the	  list	  of	  advertised	  
feature	  types	  inside	  the	  capabilities	  document.	  
7.3.3 DescribeFeatureType 

Generally,	  authorization	  of	  DescribeFeatureType	  WFS	  operations	  works	  the	  same	  as	  
with	  the	  GetCapabilities	  operation.	  First	  securityManager	  checks,	  whether	  the	  
action	  ‘DescribeFeatureType’	  is	  permitted	  on	  the	  requested	  service.	  Unlike	  for	  the	  
GetCapabilities	  request,	  feature	  type	  authorization	  for	  DescribeFeatureType	  
operation	  calls	  takes	  place	  on	  the	  request	  path.	  securityManager	  checks,	  if	  
‘DescribeFeatureType’	  is	  allowed	  for	  each	  requested	  feature	  type	  and	  removes	  all	  
denied	  feature	  types	  from	  the	  request.	   	  securityManager	  can	  handle	  WFS	  key	  
value	  pair-‐encoded	  requests	  as	  well	  as	  XML	  POST	  requests.	  
7.3.4 GetFeature 

Similar	  to	  the	  DescribeFeatureType	  operation,	  securityManager	  first	  checks	  the	  
general	  permission	  to	  call	  the	  GetFeature	  operation	  before	  authorizing	  and	  
potentially	  removing	  queries	  to	  denied	  feature	  types.	  In	  case	  of	  GetFeature,	  the	  AD	  
for	  a	  certain	  feature	  type	  may	  contain	  an	  obligation	  requiring	  to	  apply	  an	  OGC	  filter	  
expression	  to	  the	  query	  to	  that	  feature	  type.	  
<Response xmlns="urn:oasis:names:tc:xacml:1.0:context"> 
  <Result ResourceId="service.wfs#featuretype::http://services.interactive-instruments.de/xsprojects/ows9-
tds/services/ltds/wfs#BuildingGeosurface"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
    <Obligations xmlns="urn:oasis:names:tc:xacml:1.0:policy"> 
      <Obligation FulfillOn="Permit" ObligationId="urn:conterra:names:sdi-
suite:policy:obligation:filterexpression::not_S"> 
        <AttributeAssignment AttributeId="filterexpression.featuretype" 
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DataType="http://www.w3.org/2001/XMLSchema#string">BuildingGeosurface</AttributeAssignment> 
        <AttributeAssignment AttributeId="filterexpression.expression" 
DataType="http://www.w3.org/2001/XMLSchema#string">PG9nYzpOb3QgeG1sbnM6b2djPSJodHRwOi8vd3d3Lm9wZW5naXMubmV0L29nYyI+PG9n
YzpQcm9wZXJ0eUlzRXF1YWxUbz48b2djOlByb3BlcnR5TmFtZT50ZHM6cmVzdHJpY3Rpb24uc2VjdXJpdHlBdHRyaWJ1dGVzR3JvdXBfcmVzQ2xhc3NpZml
jYXRpb248L29nYzpQcm9wZXJ0eU5hbWU+PG9nYzpMaXRlcmFsPlM8L29nYzpMaXRlcmFsPjwvb2djOlByb3BlcnR5SXNFcXVhbFRvPjwvb2djOk5vdD4=</
AttributeAssignment> 
      </Obligation> 
    </Obligations> 
  </Result> 
</Response> 

Table 17 --  PDP response example 

The	  above	  PDP	  response	  example	  demonstrates	  the	  use	  of	  obligations.	  The	  
obligation’s	  attribute	  ‘filterexpression.expression’	  contains	  a	  base64-‐encoded	  OGC	  
filter	  expression	  to	  be	  applied	  to	  queries	  for	  the	  feature	  type	  ‘BuildingGeosurface’.	  
In	  this	  case	  the	  filter	  would	  limit	  the	  returned	  features	  set	  to	  only	  contain	  those	  
features	  where	  the	  property	  
‘tds:restriction.securityAttributesGroup_resClassification’	  is	  not	  equal	  to	  ‘S’.	  
7.4 XACML 2.0 Policy Implications (GEOAxIS) 

	  
7.5 XACML 2.0 Policy Implications (Secure Dimensions) 

The	  Secure	  Dimensions	  implementation	  for	  the	  CCI	  cross	  thread	  leverages	  WFS	  
request	  rewriting	  in	  favor	  over	  WFS	  response	  filtering	  where	  possible.	  If	  a	  WFS	  
request	  shall	  be	  modified	  by	  the	  PEP	  or	  the	  WFS	  response	  shall	  be	  filtered	  is	  
controlled	  by	  the	  Policy.	  The	  Authorization	  Decision	  of	  the	  PDP	  triggers	  the	  
appropriate	  processing	  routines	  in	  the	  PEP.	  
7.5.1 WFS Request Re-writing 

WFS	  request	  re-‐writing	  is	  triggered	  by	  an	  Authorization	  Decision	  that	  contains	  an	  
Obligation	  called	  “urn:SD:Obligation:Response:Filter”.	  The	  following	  XACML	  AD	  
illustrates	  the	  AS	  including	  an	  Obligation	  returned	  by	  the	  PDP	  that	  causes	  the	  PEP	  to	  
extend	  the	  intercepted	  WFS	  request	  by	  the	  provided	  ows:filter	  expression.	  	  
As	  an	  example,	  let’s	  assume	  the	  user	  Chief	  wants	  to	  execute	  the	  GetFetaure	  
operation	  of	  the	  NGA	  WFS	  for	  the	  feature	  type	  tds:BuildingGeopoint.	  The	  access	  
restriction	  of	  the	  Chief	  to	  only	  see	  those	  buildings	  which	  are	  considered	  
government,	  subnationalGovernment	  or	  localGovernment,	  is	  represented	  by	  the	  
ows:Filter	  expression	  outlined	  in	  the	  xacml:Obligation.	  
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-
xacml-2.0-context-schema-os.xsd urn:oasis:names:tc:xacml:2.0:policy:schema:os 
access_control-xacml-2.0-policy-schema-os.xsd" 
  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
  xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
  <!-- Authorization Decision derived by Secure Dimensions GeoXACML 1.0 / XACML 2.0 
Policy Decision Point--> 
  <Result ResourceId=""> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
    <xacml:Obligations> 
      <xacml:Obligation ObligationId="urn:SD:Obligation:OWS:Filter" FulfillOn="Permit"> 
        <xacml:AttributeAssignment AttributeId="urn:SD:Obligation:OWS:Filter:Definition" 
          DataType="http://www.w3.org/2001/XMLSchema#string"> 
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          <fes:Filter xmlns:fes="http://www.opengis.net/fes/2.0" 
            xmlns:tds="http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0" 
            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
            xsi:schemaLocation="http://www.opengis.net/fes/2.0 
http://schemas.opengis.net/filter/2.0/filterAll.xsd">&lt;fes:Filter 
xmlns:fes=&quot;http://www.opengis.net/fes/2.0&quot; 
xmlns:tds=&quot;http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0&quot;&gt; &lt;fes:Or&gt; 
&lt;fes:PropertyIsEqualTo&gt; &lt;fes:ValueReference&gt;tds:featureFunction-
1&lt;/fes:ValueReference&gt; &lt;fes:Literal&gt;government&lt;/fes:Literal&gt; 
&lt;/fes:PropertyIsEqualTo&gt; &lt;fes:PropertyIsEqualTo&gt; 
&lt;fes:ValueReference&gt;tds:featureFunction-1&lt;/fes:ValueReference&gt; 
&lt;fes:Literal&gt;localGovernment&lt;/fes:Literal&gt; &lt;/fes:PropertyIsEqualTo&gt; 
&lt;fes:PropertyIsEqualTo&gt; &lt;fes:ValueReference&gt;tds:featureFunction-
1&lt;/fes:ValueReference&gt; &lt;fes:Literal&gt;subnationalGovernment&lt;/fes:Literal&gt; 
&lt;/fes:PropertyIsEqualTo&gt; &lt;/fes:Or&gt; &lt;/fes:Filter&gt;</fes:Filter> 
        </xacml:AttributeAssignment> 
      </xacml:Obligation> 
    </xacml:Obligations> 
  </Result> 
</Response> 

Table 18 — ADR with OWS Filter for WFS request rewriting 

As	  highlighted	  above,	  the	  decision	  is	  Permit	  which	  tasks	  the	  PEP	  to	  forward	  the	  
intercepted	  WFS	  request	  after	  the	  attached	  Obligation	  is	  processed.	  The	  Obligation	  
id	  “urn:SD:Obligation:OWS:Filter”	  instruments	  the	  PEP	  to	  extend	  the	  WFS	  request	  using	  
the	  outlined	  owsFilter	  expression.	  Assuming	  that	  the	  intercepted	  WFS	  request	  was	  
not	  instrumenting	  a	  ows:Filter	  expression,	  the	  request	  re-‐writing	  aspect	  is	  high-‐
lighted	  in	  gray:	  
http://ows9.secure-dimensions.org/service/WFS/NGA 
?REQUEST=GetFeature 
&VERSION=2.0.0 
&SERVIcE=WFS 
&TYPENAMES=tds:BuildingGeopoint 
&NAMESPACES=xmlns(tds,http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0) 
&FILTER=&lt;fes:Filter xmlns:fes=&quot;http://www.opengis.net/fes/2.0&quot; 
xmlns:tds=&quot;http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0&quot; 
xmlns:xsi=&quot;http://www.w3.org/2001/XMLSchema-instance&quot; 
xsi:schemaLocation=&quot;http://www.opengis.net/fes/2.0 
http://schemas.opengis.net/filter/2.0/filterAll.xsd&quot;&gt;&lt;fes:Or&gt;&lt;fes:Prop
ertyIsEqualTo&gt;&lt;fes:ValueReference&gt;tds:featureFunction-
1&lt;/fes:ValueReference&gt;&lt;fes:Literal&gt;government&lt;/fes:Literal&gt;&lt;/fes:P
ropertyIsEqualTo&gt;&lt;fes:PropertyIsEqualTo&gt;&lt;fes:ValueReference&gt;tds:featureF
unction-
1&lt;/fes:ValueReference&gt;&lt;fes:Literal&gt;localGovernment&lt;/fes:Literal&gt;&lt;/
fes:PropertyIsEqualTo&gt;&lt;fes:PropertyIsEqualTo&gt;&lt;fes:ValueReference&gt;tds:fea
tureFunction-
1&lt;/fes:ValueReference&gt;&lt;fes:Literal&gt;subnationalGovernment&lt;/fes:Literal&gt
;&lt;/fes:PropertyIsEqualTo&gt;&lt;/fes:Or&gt;&lt;/fes:Filter&gt; 

Table 19 — HTTP GET GetFeature request re-written 

	  
<wfs:GetFeature 
  service="WFS" 
  version="2.0.0" 
  outputFormat="application/gml+xml; version=3.2" 
  xmlns:myns="http://www.someserver.com/myns" 
  xmlns:wfs="http://www.opengis.net/wfs/2.0" 
  xmlns:tds="http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="http://www.opengis.net/wfs/2.0 
http://schemas.opengis.net/wfs/2.0.0/wfs.xsd"> 
  <wfs:Query typeName="tds:BuildingGeosurface"> 
    <fes:Filter xmlns:fes="http://www.opengis.net/fes/2.0" 



OGC 12-118 

Copyright © 2013 Open Geospatial Consortium 46 
 

      xmlns:tds="http://metadata.dod.mil/mdr/ns/GSIP/3.0/tds/3.0" 
      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
      xsi:schemaLocation="http://www.opengis.net/fes/2.0 
http://schemas.opengis.net/filter/2.0/filterAll.xsd"> 
      <fes:Or> 
        <fes:PropertyIsEqualTo> 
          <fes:ValueReference>tds:featureFunction-1</fes:ValueReference> 
          <fes:Literal>government</fes:Literal> 
        </fes:PropertyIsEqualTo> 
        <fes:PropertyIsEqualTo> 
          <fes:ValueReference>tds:featureFunction-1</fes:ValueReference> 
          <fes:Literal>localGovernment</fes:Literal> 
        </fes:PropertyIsEqualTo> 
        <fes:PropertyIsEqualTo> 
          <fes:ValueReference>tds:featureFunction-1</fes:ValueReference> 
          <fes:Literal>subnationalGovernment</fes:Literal> 
        </fes:PropertyIsEqualTo> 
      </fes:Or> 
    </fes:Filter> 
  </wfs:Query> 
</wfs:GetFeature> 

Table 20 — HTTP POST GetFeature request re-written 

7.5.2 WFS Response Filtering 

The	  limitations	  with	  WFS	  response	  filtering	  depend	  on	  the	  expressiveness	  of	  the	  
XACML	  2.0	  /	  GeoXACML	  1.0	  standard	  where	  the	  resources	  are	  described	  as	  a	  XML	  
based	  hierarchy.	  Because	  the	  basic	  requirements	  how	  to	  apply	  response	  rewriting	  is	  
already	  illustrated	  in	  a	  previous	  chapter,	  here	  only	  the	  WFS	  and	  SSI	  specificness	  is	  
described.	  
For	  the	  purpose	  of	  filtering	  all	  those	  feature	  instances	  of	  type	  
tds:LandAerodromeGeosurface	  with	  the	  alternate	  security	  tagging	  “S”	  for	  a	  certain	  time	  
window,	  lets	  take	  a	  look	  at	  the	  response	  first	  (reduced4	  properties	  and	  two	  features	  
only	  for	  readability):	  
<wfs:FeatureCollection> <wfs:member> <tds:LandAerodromeGeosurface 
gml:id="AeronauticalSurfaces.1054"> 
    
<tds:restriction.securityAttributesGroup_resClassification>U</tds:restriction.securityAtt
ributesGroup_resClassification> 
    <tds:restriction.securityAttributesGroup_resNonIntelComMarkings>No 
Information</tds:restriction.securityAttributesGroup_resNonIntelComMarkings> 
    <tds:restriction.securityAttributesGroup_resOwnerProducer>No 
Information</tds:restriction.securityAttributesGroup_resOwnerProducer> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternate>S</tds:restriction.se
curityAttributesGroup_resClassificationAlternate> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low>2013-
01-
12T00:00:00Z</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInter
val_low> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high>2013
-01-
13T00:00:00Z</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInter
val_high> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_closure>g
teToLtInterval</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInt
erval_closure> 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4 Complete FeatureCollection is listed in the Annex A 
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    </tds:LandAerodromeGeosurface> </wfs:member> 
  <wfs:member> <tds:LandAerodromeGeosurface gml:id="AeronauticalSurfaces.1055"> 
    
<tds:restriction.securityAttributesGroup_resClassification>U</tds:restriction.securityAtt
ributesGroup_resClassification> 
    <tds:restriction.securityAttributesGroup_resNonIntelComMarkings>No 
Information</tds:restriction.securityAttributesGroup_resNonIntelComMarkings> 
    <tds:restriction.securityAttributesGroup_resOwnerProducer>No 
Information</tds:restriction.securityAttributesGroup_resOwnerProducer> 
    <tds:restriction.securityAttributesGroup_resClassificationAlternate>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternate> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterv
al_low> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterv
al_high> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_closure>c
losedInterval</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInte
rval_closure> 
    </tds:LandAerodromeGeosurface> </wfs:member></wfs:FeatureCollection>	  

Table 21 —  WFS response example for tds:AerodromeGeosurface 

 

In	  order	  for	  the	  PEP	  to	  remove	  the	  unwanted	  elements	  ()	  from	  the	  XML	  document,	  it	  
must	  request	  individual	  decisions	  for	  each	  element	  matching	  the	  following	  xpath	  
expression:	  /wfs:FeatureCollection/wfs:member/*	  
One	  option	  is	  to	  leverage	  the	  XACML	  2.0	  Multiple	  Resource	  Profile	  (as	  already	  
described	  in	  the	  chapter	  on	  CSW	  Filtering).	  The	  corresponsding	  request	  looks	  like	  
the	  following	  (snippet	  only):	  
<Request> 
  <Subject SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-
subject"> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role" 
      DataType="http://www.w3.org/2001/XMLSchema#anyURI"> 
      <AttributeValue>MResponder</AttributeValue> 
    </Attribute> 
  </Subject> 
  <Resource> 
    <ResourceContent> 
<wfs:FeatureCollection><wfs:member> <tds:LandAerodromeGeosurface 
gml:id="AeronauticalSurfaces.1054"> 
    
<tds:restriction.securityAttributesGroup_resClassification>U</tds:restriction.securityAtt
ributesGroup_resClassification> 
    <tds:restriction.securityAttributesGroup_resNonIntelComMarkings>No 
Information</tds:restriction.securityAttributesGroup_resNonIntelComMarkings> 
    <tds:restriction.securityAttributesGroup_resOwnerProducer>No 
Information</tds:restriction.securityAttributesGroup_resOwnerProducer> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternate>S</tds:restriction.se
curityAttributesGroup_resClassificationAlternate> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low>2013-
01-
12T00:00:00Z</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInter
val_low> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high>2013
-01-
13T00:00:00Z</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInter
val_high> 
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<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_closure>g
teToLtInterval</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInt
erval_closure> 
    </tds:LandAerodromeGeosurface> </wfs:member> 
  <wfs:member> <tds:LandAerodromeGeosurface gml:id="AeronauticalSurfaces.1055"> 
    
<tds:restriction.securityAttributesGroup_resClassification>U</tds:restriction.securityAtt
ributesGroup_resClassification> 
    <tds:restriction.securityAttributesGroup_resNonIntelComMarkings>No 
Information</tds:restriction.securityAttributesGroup_resNonIntelComMarkings> 
    <tds:restriction.securityAttributesGroup_resOwnerProducer>No 
Information</tds:restriction.securityAttributesGroup_resOwnerProducer> 
    <tds:restriction.securityAttributesGroup_resClassificationAlternate>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternate> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterv
al_low> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high>No 
Information</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterv
al_high> 
    
<tds:restriction.securityAttributesGroup_resClassificationAlternateDateInterval_closure>c
losedInterval</tds:restriction.securityAttributesGroup_resClassificationAlternateDateInte
rval_closure> 
    </tds:LandAerodromeGeosurface> 
</wfs:member></wfs:FeatureCollection></ResourceContent> 
    <Attribute AttributeId="urn:SD:def:xacml:2.0:uri" 
      DataType="http://www.w3.org/2001/XMLSchema#anyURI"> 
      <AttributeValue>/service/WFS/NGA</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:2.0:profile:multiple:scope" 
      DataType="http://www.w3.org/2001/XMLSchema#string"> 
      <AttributeValue>XPath-expression</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
      DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression"> 
      <AttributeValue>/*[local-name()='FeatureCollection']/*[local-
name()='member']/*[local-name()='LandAerodromeGeosurface']</AttributeValue> 
    </Attribute> 
  </Resource>  <Action> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
      DataType="http://www.w3.org/2001/XMLSchema#string"> 
      <AttributeValue>GetFeature</AttributeValue> 
    </Attribute> 
  </Action> 
<Environment> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-date" 
      DataType="http://www.w3.org/2001/XMLSchema#date"> 
      <AttributeValue>2013-01-12</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-time" 
      DataType="http://www.w3.org/2001/XMLSchema#time"> 
      <AttributeValue>14:37:22+00:00</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime" 
      DataType="http://www.w3.org/2001/XMLSchema#dateTime"> 
      <AttributeValue>2013-01-12T14:37:02+00:00</AttributeValue> 
    </Attribute> 
    <Attribute AttributeId="urn:SD:def:xacml:2.0:client-ip" 
      DataType="http://www.w3.org/2001/XMLSchema#string"> 
      <AttributeValue>188.111.111.60</AttributeValue> 
    </Attribute> 
  </Environment>	  

Table 22 —  ADR using MRP leveraging the WFS response example  
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The	  important	  aspects	  that	  make	  the	  request	  a	  compliant	  MRP	  request	  are	  high-‐
lighted:	  The	  XACML	  attribute	  urn:oasis:names:tc:xacml:2.0:profile:multiple:scope	  
instruct	  the	  PDP	  to	  derive	  a	  single	  authorization	  decision	  for	  each	  XML	  element	  that	  
matches	  the	  xpath	  expression	  provided	  with	  the	  XACML	  attribute	  
urn:oasis:names:tc:xacml:1.0:resource:resource-id.	  As	  we	  can	  see,	  the	  xpath	  references	  
the	  feature	  instances	  in	  the	  feature	  collection.	  
From	  the	  above	  request,	  the	  PDP	  derives	  the	  following	  decision:	  
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-
xacml-2.0-context-schema-os.xsd urn:oasis:names:tc:xacml:2.0:policy:schema:os 
access_contr 
  ol-xacml-2.0-policy-schema-os.xsd" 
  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
  xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][1]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Deny</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][2]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  </Response>	  

Table 23 —  AD using MRP  

The	  authorization	  decision	  above	  would	  cause	  the	  PEP	  to	  remove	  that	  XML	  element	  
for	  which	  the	  xpath	  ="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][1]/*[local-name()='LandAerodromeGeosurface'][1] evaluates.	  This	  
references	  the	  feature	  with	  alternative	  security	  marking	  “S”	  during	  the	  period	  Jan	  
12-‐13	  2013	  at	  the	  given	  time	  of	  the	  request	  at	  2013-01-12T14:37:02+00:00.	  	  
At	  the	  end,	  the	  PEP	  must	  adopt	  the	  attribute	  numberReturned	  in	  the	  
<wfs:FeatureCollection>	  element	  to	  reflect	  that	  filtering	  of	  feature	  instances	  took	  
place.	  For	  example,	  <wfs:FeatureCollection timeStamp="2012-10-10T07:48:09.763-02:00" 
numberReturned="5" ...>	  must	  ge	  changed	  to	  <wfs:FeatureCollection timeStamp="2012-10-
10T07:48:09.763-02:00" numberReturned="4" ...>	  based	  on	  the	  example	  authorization	  
decision	  from	  above.	  
The	  illustrated	  request	  rewriting	  and	  the	  response	  filtering	  takes	  place	  in	  the	  PEP.	  
However,	  it	  could	  be	  the	  PDP	  that	  indicates	  (dictates5)	  the	  PEP	  what	  should	  be	  done.	  
In	  order	  for	  the	  PDP	  to	  differenciate	  if	  the	  PEP	  requests	  an	  authorization	  for	  the	  
request	  or	  the	  response,	  this	  context	  information	  must	  be	  presented	  in	  the	  XACML	  
Authorization	  Decision	  Request	  (ADR).	  The	  Secure	  Dimensions	  PEP	  uses	  the	  
attribute	  urn:SD:def:xacml:2.0:context	  for	  that.	  Its	  value	  could	  be	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5 This is true for the Secure Dimensions PDP. 
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urn:SD:def:xacml:2.0:request	  indicating	  that	  the	  ADR	  is	  referencing	  a	  WFS	  request	  and	  
urn:SD:def:xacml:2.0:response	  indicating	  that	  the	  ADR	  is	  referencing	  a	  WFS	  response.	  
In	  order	  to	  dictate	  that	  the	  PEP	  must	  intercept	  the	  WFS	  response	  and	  undertake	  it	  a	  
XML	  processing,	  the	  Authorization	  Deicsion	  (AD)	  returned	  by	  the	  Secure	  
Dimensions	  PDP	  must	  contain	  an	  Obligation	  with	  the	  identifier	  
urn:SD:Obligation:Response:Filter.	  
The	  following	  is	  an	  example	  of	  the	  AD	  reflecting	  that	  response	  processing	  is	  
required	  for	  the	  feature	  type	  LandAerodromeGeosurface:	  
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-
xacml-2.0-context-schema-os.xsd urn:oasis:names:tc:xacml:2.0:policy:schema:os 
access_control-xacml-2.0-policy-schema-os.xsd" 
  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
  xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
  <Result ResourceId=""> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
    <xacml:Obligations> 
      <xacml:Obligation ObligationId="urn:SD:Obligation:Response:Filter" 
FulfillOn="Permit"> 
        <xacml:AttributeAssignment AttributeId="urn:SD:def:xacml:2.0:profile:identifier" 
          DataType="http://www.w3.org/2001/XMLSchema#string" 
          >urn:oasis:names:tc:xacml:2.0:profile:multiple:xpath-
expression</xacml:AttributeAssignment> 
        <xacml:AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:2.0:resource:scope" 
          DataType="http://www.w3.org/2001/XMLSchema#string" 
          >XPath-expression</xacml:AttributeAssignment> 
        <xacml:AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
          DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression" 
          >./*[local-name()='FeatureCollection']/*[local-name()='member']/*[local-
name()='LandAerodromeGeosurface']</xacml:AttributeAssignment> 
      </xacml:Obligation> 
    </xacml:Obligations> 
  </Result> 
</Response>	  

Table 24 —  AD instrumenting the PEP to undertake WFS response filtering  

 

The	  important	  part	  is	  that	  the	  Obligation	  is	  to	  executed	  if	  the	  AD	  is	  “Permit”,	  which	  it	  
is.	  The	  Id urn:SD:Obligation:Response:Filter	  indicates,	  that	  response	  processing	  must	  
take	  place.	  The	  attribute	  urn:SD:def:xacml:2.0:profile:identifier	  indicates,	  that	  a	  
XACML	  profile	  shall	  be	  used.	  The	  attribute	  value	  
urn:oasis:names:tc:xacml:2.0:profile:multiple:xpath-expression	  indicates	  that	  MRP	  shall	  
be	  used	  exactly	  as	  defined	  in	  the	  XACML	  2.0	  MRP:	  The	  individual	  decisions	  shall	  be	  
derived	  with	  the	  scope	  XPath-expression	  as	  expressed	  in	  the	  attrbute	  
urn:oasis:names:tc:xacml:2.0:resource:scope.	  The	  xpath	  expression	  that	  references	  the	  
XML	  elements	  for	  which	  the	  decisions	  are	  to	  be	  derived	  are	  indicated	  by	  the	  
attribute	  urn:oasis:names:tc:xacml:1.0:resource:resource-id	  thru	  the	  value	  ./*[local-
name()='FeatureCollection']/*[local-name()='member']/*[local-

name()='LandAerodromeGeosurface'].	  
As	  we	  can	  see,	  the	  xpath	  expression	  references	  exactly	  those	  XML	  elements	  which	  
represent	  feature	  instances	  of	  type	  LandAerodromeGeosurface.	  	  
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Based	  on	  the	  request	  as	  illustated	  above,	  a	  Policy	  must	  be	  in	  place	  that	  makes	  the	  
PDP	  to	  derive	  the	  above	  decision.	  This	  is	  very	  simple,	  as	  the	  <Target>	  element	  must	  
only	  match	  for	  the	  userid	  ==	  MResponder	  and	  the	  feature	  type	  
tds:LandAerodromeGeosurface.	  The	  following	  Policy	  resolves	  to	  Permit	  and	  the	  
comprised	  Obligation	  is	  part	  of	  the	  AD:	  
<Policy PolicyId="urn:ogc:ows9:ssi:policy:request:GET:LandAerodromeGeosurface" 
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-
applicable"> 
        <Description>Policy for matching the REQUEST context and feature type 
tds:LandAerodromeGeosurface -> PEP will receive an obligation to request MRP on the 
RESULT context ...</Description> 
        <PolicyDefaults> 
          <XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion> 
        </PolicyDefaults> 
        <Target> 
          ... 
        </Target> 
        <Rule RuleId="PermitWithObligationForLandAerodromeGeoSurface1" Effect="Permit"> 
          <Description>All service requests for feature type tds:LandAerodromeGeosurface 
are permitted but are subject to Obligations</Description> 
          <Target> 
            <Resources> 
              <Resource> 
                <ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"> 
                  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">urn:SD:def:xacml:2.0:request</Attribu
teValue> 
                  <ResourceAttributeDesignator 
AttributeId="urn:SD:def:xacml:2.0:context" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
                </ResourceMatch> 
              </Resource> 
            </Resources> 
            <Actions> 
              <Action> 
                <ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"> 
                  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">GetFeature</AttributeValue> 
                  <ActionAttributeDesignator AttributeId="urn:SD:def:xacml:2.0:request" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
                </ActionMatch> 
              </Action> 
            </Actions> 
          </Target> 
          <Condition> 
            <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of"> 
              <Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"/> 
              <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">tds:LandAerodromeGeosurface</Attribut
eValue> 
              <ResourceAttributeDesignator AttributeId="urn:SD:def:xacml:2.0:typenames" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
            </Apply> 
          </Condition> 
        </Rule> 
        <Obligations> 
          <Obligation ObligationId="urn:SD:Obligation:Response:Filter" 
FulfillOn="Permit"> 
            <AttributeAssignment AttributeId="urn:SD:def:xacml:2.0:profile:identifier"  
              
DataType="http://www.w3.org/2001/XMLSchema#string">urn:oasis:names:tc:xacml:2.0:profile:
multiple:xpath-expression</AttributeAssignment> 
            <AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:2.0:resource:scope"  
              DataType="http://www.w3.org/2001/XMLSchema#string">XPath-
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expression</AttributeAssignment> 
            <AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
              DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-
expression">./*[local-name()='FeatureCollection']/*[local-name()='member']/*[local-
name()='LandAerodromeGeosurface']</AttributeAssignment> 
          </Obligation> 
        </Obligations> 
      </Policy>	  

Table 25 —  Policy snippet to issue Obligation for WFS response filtering  

Based	  on	  that	  PDP	  response,	  the	  PEP	  intercepts	  the	  response	  from	  the	  WFS,	  which	  
then	  contains	  the	  feature	  collection	  of	  type	  tds:LandAerodromeGeosurface.	  The	  following	  
Policy	  snippet	  takes	  care	  of	  deriving	  individual	  decisions	  for	  each	  XML	  element	  
matching	  the	  provided	  xpath	  expression:	  
<Rule RuleId="LandAerodromeGeosurface" Effect="Deny"> 
        <Description>All classified features of type LandAerodromeGeosurface that are 
marked "S" and the the request is in range with the defined timewindow</Description> 
        <Target/>             
        <Condition> 
          <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and"> 
            <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
              <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">S</AttributeValue> 
              <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only"> 
                <Apply FunctionId=" urn:SD:def:xacml:2.0:xpath-string-selector"> 
                  <Apply FunctionId="urn:oasis:names:tc:xacml:2.0:function:xpath-
expression-concatenate"> 
                    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:xpath-
expression-one-and-only"> 
                      <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression"/> 
                    </Apply>  
                    <AttributeValue DataType="urn:oasis:names:tc:xacml:2.0:data-
type:xpath-expression">/*[local-name() = 
'restriction.securityAttributesGroup_resClassificationAlternate']/text()</AttributeValue
> 
                  </Apply> 
                </Apply> 
              </Apply> 
            </Apply> 
            <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-
than"> 
              <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-
only"> 
                <EnvironmentAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime" 
DataType="http://www.w3.org/2001/XMLSchema#dateTime"/> 
              </Apply> 
              <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-
only"> 
                <Apply FunctionId="urn:SD:def:xacml:2.0:xpath-dateTime-selector"> 
                  <Apply FunctionId="urn:oasis:names:tc:xacml:2.0:function:xpath-
expression-concatenate"> 
                    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:xpath-
expression-one-and-only"> 
                      <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression"/> 
                    </Apply>  
                    <AttributeValue DataType="urn:oasis:names:tc:xacml:2.0:data-
type:xpath-expression">/*[local-name() = 
'restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low']/text()
</AttributeValue> 
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                  </Apply> 
                </Apply> 
              </Apply> 
            </Apply> 
            <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-less-
than"> 
              <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-
only"> 
                <EnvironmentAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:environment:current-dateTime" 
DataType="http://www.w3.org/2001/XMLSchema#dateTime"/> 
              </Apply> 
              <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-
only"> 
                <Apply FunctionId="urn:SD:def:xacml:2.0:xpath-dateTime-selector"> 
                  <Apply FunctionId="urn:oasis:names:tc:xacml:2.0:function:xpath-
expression-concatenate"> 
                    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:xpath-
expression-one-and-only"> 
                      <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 
DataType="urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression"/> 
                    </Apply>  
                    <AttributeValue DataType="urn:oasis:names:tc:xacml:2.0:data-
type:xpath-expression">/*[local-name() = 
'restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high']/text(
)</AttributeValue> 
                  </Apply> 
                </Apply> 
              </Apply> 
            </Apply> 
          </Apply> 
        </Condition> 
        </Rule>	  

Table 26 —  Rule snippet that uses dateTime functions to filter WFS response  

The	  outermost	  Apply	  statement	  of	  the	  <Condition>	  provides	  a	  logical	  AND	  
containing	  three	  individual	  conditions	  to	  be	  checked:	  

1) Check	  if	  the	  property,	  referenced	  by	  xPath	  /*[local-name() = 'restric-
tion.securityAttributesGroup_resClassificationAlternate']/text() has	  the	  value	  S	  

2) 	  Check	  if	  the	  current	  request	  time	  prepresented	  by	  attribute	  
urn:oasis:names:tc:xacml:1.0:environment:current-dateTime	  is	  after	  the	  begin	  time	  
of	  the	  alternative	  security	  tagging	  represented	  by	  the	  xPath	  /*[local-name() = 
'restriction.securityAttributesGroup_resClassificationAlternateDateInterval_low']/
text()	  

3) Check	  if	  the	  current	  request	  time	  prepresented	  by	  attribute	  
urn:oasis:names:tc:xacml:1.0:environment:current-dateTime	  is	  before	  the	  end	  time	  
of	  the	  alternative	  security	  tagging	  represented	  by	  the	  xPath	  /*[local-name() = 
'restriction.securityAttributesGroup_resClassificationAlternateDateInterval_high']
/text()	  

If	  all	  three	  conditions	  do	  evaluate	  to	  true,	  the	  Rule	  will	  return	  a	  “Deny”	  decision	  
which	  is	  processed	  by	  the	  PDP	  to	  derive	  the	  individual	  decisions.	  The	  following	  AD	  
illustates	  the	  derived	  decisions	  for	  five	  feature	  instances:	  
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-
xacml-2.0-context-schema-os.xsd urn:oasis:names:tc:xacml:2.0:policy:schema:os 
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access_control-xacml-2.0-policy-schema-os.xsd" 
  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
  xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][5]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][1]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][2]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][3]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][4]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
</Response>	  

Table 27 —  AD instrumenting the PEP to not remove feature instances  

As	  we	  can	  see,	  none	  of	  the	  requested	  features	  meet	  the	  criteria	  at	  the	  time	  of	  request	  
2012-10-22T12:00:00Z.	  Chaning	  the	  request	  time	  to	  2013-01-12T12:00:00Z	  cause	  the	  AD	  to	  
change	  as	  follows	  (the	  xpath	  instance	  for	  the	  denied	  element	  represent	  the	  feature	  
instance	  with	  gml:id AeronauticalSurfaces.1054):	  
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os access_control-
xacml-2.0-context-schema-os.xsd urn:oasis:names:tc:xacml:2.0:policy:schema:os 
access_control-xacml-2.0-policy-schema-os.xsd" 
  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
  xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][5]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
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    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][1]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][2]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][3]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Deny</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
  <Result 
    ResourceId="/*[local-name()='FeatureCollection'][1]/*[local-
name()='member'][4]/*[local-name()='LandAerodromeGeosurface'][1]"> 
    <Decision>Permit</Decision> 
    <Status> 
      <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/> 
    </Status> 
  </Result> 
</Response>	  

Table 28 —  AD instrumenting the PEP to remove one feature instance 

7.6 Practical considerations when using WFS response filtering 

As	  explained	  before,	  there	  are	  potentially	  more	  options	  of	  how	  access	  could	  be	  
restricted	  to	  a	  WFS	  by	  applying	  general	  XML	  processing	  on	  the	  WFS	  response.	  But	  
two	  arguments	  should	  not	  be	  forgotten:	  Assurance	  and	  Performance	  
7.6.1 Assurance Considerations 

With	  response	  filtering,	  the	  content	  goes	  to	  the	  client	  after	  the	  PEP	  has	  applied	  the	  
XML	  processing	  it	  was	  instructed	  to	  do;	  perhaps	  through	  an	  AD	  received	  from	  the	  
PDP.	  
In	  any	  case,	  the	  final	  result	  of	  that	  XML	  processing	  is	  sent	  to	  the	  client.	  Any	  glitch	  in	  
the	  processing	  may	  cause	  an	  unwanted	  /	  unintended	  exploitation	  of	  restricted	  
content.	  
7.6.2  Performance Considerations 

Another	  important	  aspect	  is	  processing	  performance	  in	  the	  PEP	  and	  the	  PDP	  and	  
network	  load	  when	  using	  the	  XACML	  2.0	  MRP.	  
It	  requires	  that	  the	  entire	  WFS	  response	  is	  included	  inline	  in	  the	  ADR	  (as	  illustrated	  
above).	  In	  order	  to	  get	  this,	  the	  PEP	  must	  fetch	  the	  entire	  WFS	  response	  in	  memory	  
and	  then	  marshall	  it	  (inside	  the	  ADR)	  to	  the	  PDP.	  Depending	  on	  the	  number	  of	  
returned	  features	  and	  the	  complexity	  of	  the	  features,	  and	  in	  particular	  the	  accuracy	  
of	  the	  feature	  geometry,	  cause	  a	  quick	  increase	  of	  size.	  	  
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Network	  load	  for	  transporting	  the	  ADR	  from	  the	  computer	  which	  runs	  the	  PEP	  to	  
the	  computer	  which	  runs	  the	  PDP	  becomes	  the	  next	  performance	  issue.	  Assuming	  
that	  the	  PEP	  resides	  in	  the	  DMZ	  and	  the	  PDP	  inside	  the	  private	  network,	  this	  is	  not	  
too	  much	  of	  an	  issue.	  But	  in	  cases	  where	  the	  PDP	  is	  hosted	  remotely	  at	  some	  other	  
computing	  center,	  network	  load	  my	  become	  an	  issue.	  
The	  PDP,	  receiving	  the	  XACML	  MRP	  compliant	  request	  must	  create	  a	  DOM	  
representation	  for	  the	  WFS	  response	  in	  order	  to	  apply	  the	  xpath	  expressions	  as	  
included	  into	  the	  ADR.	  This	  requires	  heap	  meomory.	  Processing	  all	  XML	  nodes	  
referenced	  by	  the	  xpath	  expression	  from	  the	  ADR	  –	  which	  potentially	  invloves	  more	  
xpath	  expressions	  to	  be	  evaluated	  from	  the	  policy,	  requires	  CPU	  power.	  
When	  the	  PEP	  does	  XML	  processing	  on	  the	  WFS	  response	  based	  on	  the	  AD	  received	  
from	  the	  PDP,	  the	  PEP	  must	  evaluate	  all	  the	  xpath	  expression	  from	  the	  AD	  and	  
remove	  all	  those	  nodes	  for	  which	  the	  decision	  is	  Deny.	  This	  requires	  main	  memory	  
and	  CPU	  power	  as	  the	  entire	  WFS	  response	  must	  be	  in	  main	  memory	  using	  a	  DOM	  
representation.	  
Even	  tough	  performance	  testing	  was	  not	  done	  in	  OWS-‐9,	  some	  sources	  indicate	  that	  
Xerces	  DOM	  processing	  requires	  5x	  more	  main	  memory	  compared	  to	  the	  actual	  size	  
of	  the	  XML.	  Looking	  at	  the	  Monterey	  Data	  Set,	  the	  WFS	  response	  for	  features	  of	  the	  
type	  tds:BuildingGeocurve	  is	  approx	  10MB.	  This	  requires	  main	  memory	  allocation	  
for	  each	  request	  on	  that	  feature	  type	  roughly	  about	  50MB.	  With	  10	  parallel	  users,	  
the	  main	  memory	  consumption	  is	  already	  500MB.	  So	  the	  final	  stage	  where	  the	  PEP	  
must	  decline	  new	  requests	  because	  of	  main	  memory	  defizit	  can	  easily	  be	  estimated.	  
7.7 XACML 2.0 Short Comings and Standardization Option 

A	  closer	  look	  at	  the	  Rule	  snippet	  using	  XACML	  MRP	  unveils	  that	  non	  standard	  
XACML	  2.0	  functions	  had	  been	  used.	  The	  reason	  for	  that	  is	  a	  short	  coming	  of	  the	  
XACML	  2.0	  standard	  regarding	  the	  AttributeSelector.	  The	  AttributeSelector	  as	  
defined	  in	  XACML	  2.0	  can	  only	  select	  XML	  nodes	  based	  on	  a	  static	  xpath	  expression.	  	  
<xs:element	  name="AttributeSelector"	  type="xacml:AttributeSelectorType"	  
substitutionGroup="xacml:Expression"/>	  
<xs:complexType	  name="AttributeSelectorType">	  

<xs:complexContent>	  
<xs:extension	  base="xacml:ExpressionType">	  

<xs:attribute	  name="RequestContextPath"	  type="xs:string"	  use="required"/>	  
<xs:attribute	  name="DataType"	  type="xs:anyURI"	  use="required"/>	  
<xs:attribute	  name="MustBePresent"	  type="xs:boolean"	  use="optional"	  default="false"/>	  

</xs:extension>	  
</xs:complexContent>	  

</xs:complexType>	  
The	  short	  coming	  is	  that	  it	  is	  not	  possible	  to	  provide	  a	  xpath	  expression	  as	  a	  
parameter	  to	  the	  AttributeSelector.	  However,	  this	  is	  not	  sufficient	  for	  the	  
requirement	  in	  MRP	  where	  it	  is	  required	  to	  derive	  an	  authorization	  decision	  for	  
individual	  XML	  node(s).	  	  
Therefore,	  the	  above	  not	  XACML	  2.0	  compliant	  Rule	  requires	  none	  standard	  
functions	  such	  as	  

1) urn:SD:def:xacml:2.0:xpath-string-selector which	  is	  a	  function	  that	  returns	  a	  
bag	  of	  string	  attributes	  for	  a	  given	  parameter:	  a	  xpath	  expression. 
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2) urn:SD:def:xacml:2.0:xpath-dateTime-selector	  which	  is	  a	  function	  that	  returns	  a	  
bag	  of	  dateTime	  attributes	  for	  a	  given	  parameter:	  a	  xpath	  expression.	  

In	  cases	  where	  a	  spatial	  condition	  shall	  be	  placed	  on	  a	  child	  element,	  a	  function	  like	  
urn:SD:def:xacml:2.0:xpath-geometry-selector	  is	  required:	  The	  function	  returns	  a	  bag	  of	  
geometry	  attributes	  from	  an	  xpath	  expression.	  
A possible way forward would be to standardize these attribute selector functions. The 
questions is whether this change request should be targeted at OASIS or OGC. Clearly, 
the shortcoming is in the XACML 2.0 specification and therefore a Change Request 
should be targeted at OASIS. However, OASIS has fixed this shortcoming in the 
XACML 3.0 version, which reduces the acceptance likelihood for a CR on XACML 2.0 
dramatically.  
 
An alternative would be to provide a Change Request to GeoXACML to include these 
attribute selector functions. One strong argument for targeting at OGC is that one of the 
data types that must be returned by the attribute selector functions is of type  
urn:ogc:def:dataType:geoxacml:1.0:geometry. Therefore, the requirement for such a 
specification extension seems reasonable be OGC centric. The change request to 
GeoXACML 1.0  could – however - incorperate a 
urn:ogc:def:function:geoxacml:1.1:xpath-<data-type>-selector function where data-type are 
all XACML 2.0 data types plus the GeoXACML data type geometry. 
	  
The	  other	  alternative	  is	  to	  use	  XACML	  3.0,	  as	  the	  improved	  attribute	  selector	  version	  
is	  available.	  However,	  this	  seems	  to	  require	  to	  upgrade	  GeoXACML	  to	  be	  based	  on	  
XACML	  3.0	  in	  order	  to	  allow	  the	  return	  of	  attributes	  of	  data	  type	  
urn:ogc:def:dataType:geoxacml:1.0:geometry.	  
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8 ANNEX A 

This	  is	  the	  text	  of	  the	  full	  CCI	  use	  case	  as	  of	  27	  Nov.	  2012.	  
Introduction 
This is the scenario for OWS9. It integrates work from the CCI, IO and Aviation 
scenarios in a single one. 
Motivation: Presidential Escape Route 
The OGC president is evacuated from Haiti to Florida due to a hurricane. Once in 
Florida the OGC President is taken to a secret building location where he is safe. 
The optimal escape route needs to be identified in Haiti and in Escape routes to 
the airport are needed, as well as the best One in Road data is combined from 
several sources (conflation) and new data is made available. Data is sent to in-
field mobile devices for verification and determining the best route. Best route is 
sent to OGC central to prepare airplane. 
Overview 

1. Hurricane approaches Haiti 
2. Information about Haiti is gathered to help identified optimum escape plan. 

o VGI data 
o OWS Context 

3. Information is analyzed and the plan is developed. (Plan captures current 
location of President, best roads and best airport) 

o VGI data 
o OWS Context 

4. Aviation Thread 
5. Security Policy is generated, while the President is in the air 

o SSI Thread 
6. President lands in Florida (using Monterey data) and plan to get to secure 

building is design 
o Entire security flow done in this stage (Filtered context) 
o Conflation 
o Data Quality including VGI data 

7. Route planned to move President from Monterey Florida Airport to 
classified location (buildings with security markings) 

Conventions 
 Black text are main flow/CCI contributions 
 Blue text are Innovations contributions 
 Red text are Aviation contributions 
 Green text are SSI contributions 
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 Orange text are open issues 
Actors 

 National Hurricane Center operator - (NHC-OP) 
 Haiti Emergency Response Center - (ERC) 
 Haiti Emergency Response Center - Emergency Responder (ERC-ER) 
 Haiti Emergency Response Center - Haiti Operator (ERC-OP) 
 Florida Emergency Response Center Planner - Florida Planner (FERC-

PLAN) 
 Florida Emergency Response Center - Map Analysis Expert (FERC-

MAP) 
 Florida Emergency Response Center - Florida Operator (FERC-OP) 
 Presidential Support Lead Team - Policy Builder (POL) 
 Someone in Puerto Rico Juan 
 Hacker in Jamaica Jamcker 
 OGC President as Marco (PRES) 
 Presidential Support Lead Team as Steve (PRESLEAD) 
 TC Member 

Steps 
Haiti 

1. NHC-OP(NOAA) discovers a hurricane approaching Haiti 
o NHC-OP explores NASA weather data related to the hurricane 

warning. 
§ Plan A: NHC-OP sees the approaching hurricane on-screen 

and draws a line (path) showing the expected track of the 
storm. [time series GMU WCS with Envitia client]. 
[Envitia/Luciad client] NHC-OP - circles the eye of the storm 
on the image, which creates an embedded SVG imagery 
annotation in a context document (or in the image itself) --
TBD if possible by Raj - Context document is registered in 
the catalog 

§ Plan B: [Envitia WMTS client] 
o [Envitia/Luciad Component] creates a WMS for the data and 

registers the WMS in the catalog; 
2. NHC-OP issues a warning with an OWS Context document [Compusult] 

o NHC-OP sends notification to ERC as email with a link to OWS 
Context document from the CSW with the hurricane imagery 
included as WCS and WMTS, and the actual hurricane track 
included as KML. 

3. ERC verifies the situation 
o Opens [Pyxis Client] and views the Context document to view 

hurricane map 
o Adds Haiti imagery (generic basemap; landsat; etc) with [NASA 

WMTS or OPeNDAP WCS] -- note that Haiti imagery is 
unprojected. 

o Event is verified, and triggers a "situation" response: Evacuate the 
OGC President. 
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4. ERC-ERbuilds a best-of-source roads basemap upon which evacuation 
plans can be developed 

o Discovers data from Haiti 
§ Submits query in the [Pyxis Client] to retrieve: data from Haiti 

to the [Compusult CSW] 
o [Pyxis Client] gets Context document with the data sources and 

visualizes 
§ [Envitia WFS Twitter Broker] 

§ Geocodes [OpenGeo WFS VGI Twitter] with 
Gazetteer data, providing points that can be 
obstructions. 

§ [OpenGeo WFS VGI OSM] 
§ [OpenGeo WFS VGI Usahidi] 
§ [Cubewerx WFS Haiti - maybe] 
§ [Intergraph WFS Haiti - maybe] 

5. *To:Raj please complete - Pyxis has limited support for GeoPackage* 
o Raj: what does limited support mean? All the GeoPackages are the 

same so maybe drop GeoPackage visualization from this step? 
§ GeoPackages from [who??] 

6. ERC-ER uses yesterday's LiDAR? survey of a remote area to assess the 
condition of roads there 

o ERC-ER accesses browser-based 
[Rasdaman LiDAR? visualization client] (Use sample LIDAR HRE 
and zoom to fake that it's in Haiti) 

o ERC-ER, after doing some imagery manipulation, sees that this 
road is closed and should be marked as obstructed, then updates 
the obstruction point layer. 

7. ERC-ERsends best-of-source roads data to evacuation planners for route 
development. 

o ERC-ER using [Pyxis Client] updates Context document to include 
additional data sources (images, LiDAR?, etc.) 

§ *To:Raj: who is going to to this context document. Can 
we generate it based on this? _-- Raj: Yes this is fine._* 

o ERC-ER re-posts Context document to web which updates the 
document's last modified date in the CSW 

8. PRESLEAD accesses Context document and develops presidential 
escape route. 

o adds point on the map as identification of the President location (as 
annotation?) 

o line as escape route, 
o point as airport for departure. 
o PRESLEAD asks her team to perform a field check of route to 

ensure safety of President during evacuation. 
o PRESLEAD team uses [Luciad mobile app] with 

the GeoPackage for determining line of sight along the route (for 
personal safety concerns?) 
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o PRESLEAD team uses [GIS.FCU mobile app] to edit the route to 
avoid a recent flood that didn't appear in the data. Also takes 
pictures of the flood and attaches them to appropriate places on the 
map. 

o PRESLEAD uses [Compusult] to encrypt the final GeoPackage and 
then distributes to the team. Show in [Envitia mobile app] that the 
encrypted one can be viewed. 

9. ERC-ER plans a generic escape route for TC Members 
o ERC-OP uses [Carbon Project] mobile app to identify a good route 

(using all that good VGI data and field verification) and 
Geosynchronizes data back to ERC 

o [SigmaBravo] creates an open GeoPackage which is posted to the 
web for TC Members who view in [Compusult mobile app] 

o ERC-OP requests data to be streamed using [LM client] 
o [LM Client] contacts [XX WFS] 

§ ERC-OP gets GML stream via WFS in his cool mobile 
device [who??] ALTERNATE FLOW: The president's 
escape route is sent via GML stream to *Field Operator. 
Carbon packages route and enable GML stream via 
WFS.*The Stream can be received and rendered by any 
WFS system. Show LM's tool receiving the data and being 
rendered real-time. 

o GML can also be streamed to a GeoPackage and accessed on a 
mobile app... 

10. A nod to Aviation - Flight from Haiti to Monterey 
o While in flight, Florida Planner receives notice from Presidential 

support team to identify suitable airport for special flight landing 
along with best available GEOINT data to provide a “common 
operational picture”. 

o Security Policies are generated based on Presidential Support 
Team Needs 

§ _Presidential support team lead recognizes need to restrict 
some data from open access based on potential landing 
sites and possible buildings for President to be housed 
temporarily._ 

§ Policy Builder(SD) creates policy stating that 
§ access to the WFS airport feature (everything inside 

the AeronauticalSurfaces? boundary) is restricted 
based on security tag of (S) during the time frame 01-
12-2013 to 01-13-2013. This policy is distributed to 
PEP for NGA data (Geoaxis) and PEP for USGS data 
(SD). (Same policy applied to different PEPs).(in other 
words the Policy is on the data and it’s availability) 
(from IO Scenario) 

§ Access restriction to Federal building FFN1 = 
Government, ZSAX_RS0 = S and State building 
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FFN1 = Subnational Government, ZSAX_RS0 = S 
based on individuals security clearance level 

o Identification of best route from Florida Airport to Temporary 
Secured housing. - Part 1 - investigation of data by Florida 
Planner(Data used is Monterey but we will say is Florida) 

§ Florida Plannerqueries using [Pyxis Client] the [Compusult 
CSW] to discover GEOINT data sources 

§ The date is 01-12-2013 
§ [Compusult CSW] responds to data/service with a 

filtered OWS Context based on the credentials of the 
Planner.?? *Double check with Jenn and Andreas ?? 

§ [Pyxis Client] shows the following 
§ [CubeWerx WFS USGS] is identified 
§ [OpenGeo WFS VGI] is identified 
§ [ii WFS NGA] is NOT discovered or is discovered and 

a restriction messages is presented 
§ e.g. error message stating insufficient 

authorization for some data. ?? 
§ Florida Planner selects to preview all of them (the non 

restricted ones) 
§ [Pyxis Client] request WFS request and presents the data 

from: 
§ [Cube Werx WFS USGS] 
§ [OpenGeo WFS VGI] 

§ Florida Planner knows that there is complementary data 
that they do not have access to. She is not cleared and is 
not a GIS expert and will need help of a Map Analysis 
Expert 

§ Florida Planner passes a Context Document to the Map 
Analysis Expert 

o Identification of best route from Florida Airport to Temporary 
Secured housing. - Part 2 - investigation of data by Map Analysis 
Expert 

§ Map Analysis Expert is tasked to identify best route to get 
President from airport to secret building location. 

§ Map Analysis Expertqueries CSW to discover GEOINT 
data sources 

§ the date is 01-12-2013 
§ [Compusult CSW] provides result in OWS Context* 
§ [Pyxis Client] shows the following 

§ [CubeWerx WFS USGS] is identified 
§ [OpenGeo WFS VGI] is identified 
§ [ii WFS NGA] - It is discovered now because of 

the credentials of Map Analysis Expert 
§ Map analysis expert investigates sources 

§ views FGDC metadata 
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§ views in more comprehensive ISO metadata 
§ Map analysis expertrequests data 

§ via [Pyxis Client] to view [ii WFS NGA]via [Pyxis 
Client] to view CubeWerx? WFS USGS TNM 

§ The Pyxis Client only can issue a WFS 
SOAP POST while the Cubewerx WFS 
provider can only understad a WFS KVP 
GET. The Lisasoft Web Service Facade will 
translate both the request and the 
response. --- double check with pyxis. 

o Demonstration of filtered secured features 
§ [Esri Client] contacts WFSs 

§ GeoAxis? (using con terra PDP and SD PAP) 
§ Interactive instruments WFS. 
§ Client [Esri Client] displays NGA WFS results that 

have been "filtered". WFS responds with error 
message stating insufficient authorization. 

§ Airport is discovered because they are 
authorized access even though query falls 
within 01-12-2013 and 01-13-2013 when this 
feature is classified 

§ Control tower, Federal Building, State building 
are discovered 

o Demonstration of filtered secured features - with Broker 
§ US sources are being secured (USGS WFS, NGA WFS). 
§ They can both be access using NGA WFS schema via a 

WFS broker [CNR NGA (USGS) WFS]. 
§ An outside user wants to access buildings from the region of 

interest 
§ The buildings from USGS are filtered based on the NGA 

rules 
§ [Pyxis Client] request USGS data based on the NGA WFS 

[CNR NGA (USGS) WFS] 
§ The broker gets the request (based on NGA WFS) translates 

the request to USGS WFS and responds based on NGA 
WFS 

§ The magic secure component intercepts the respond and 
filters the respond removing features that are secured. 

§ [Pyxis Client] shows the filtered results 
o Continuation Map Analysis Expertinteraction with [Pyxis Client] to 

perform conflation 
§ Map Analysis Expert sees that there is overlapping and 

complementary road data 
§ in [Pyxis Client] selects to conflate the sources 

§ selects a target source: [ii WFS NGA TDS] 
§ selects a source to be conflated first: [Cube Werx 
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WFS USGS TNM] 
§ [Pyxis Client] submits the conflation process to the 

conflation WPS [52North WPS Conflation] 
§ WPS [52North WPS Conflation] conflates 

§ Performs geometry conflation by 
invoking the [GMU WPS Conflation] 

§ Performs attribute conflation by invoking 
the [Envitia WPS SPARQL] 

§ Prepares the results using the target 
schema 

§ Provides the provenance results 
in TBD ??? 

§ WPS [52North WPS Conflation] makes 
available the result 

§ feature data with a WFS [52North WFS 
Conflation Results] 

§ metadata and provenance in TBD ?? 
§ Client [Pyxis Client] presents the resulting conflated 

data. 
§ Map Analysis Expertinteracts with the data and make small 

adjustments 
§ This can be pre-processed. Maybe nothing else 

needs to be added or removed. 
§ Via [Pyxis Client] Map Analysis Expert registers the result 

in the catalog as OWSContext 
§ Map Analysis Expert sends the new context map to 

the Steve OGC Support Team (who is cleared to see 
restricted data) 

§ Steve opens the OWS Context in the Client [Pyxis Client] 
and sees the new conflated data. 

§ Steve sees the conflation details as a provenance graph in 
the [Pyxis Client] 

o Stevedrives the OGC president to the secured facility 
§ The world is saved ! 

	  


