





Figure: Extending the AMF for German ID card authentication

The trust relationship to the external elD-Service was established by asymmetric encryption with
X.509 certificates, certifying each other party’s identity. Furthermore, additional keys are involved
that support to read certain attributes of the user.

In order to prevent unwanted information disclosure concerning personal information using the
new German ID card authentication, encryption of SAML requests and responses takes place, when
communicating with the eID Service.

The Identity Provider, provided by Fraunhofer FOKUS is based on the Shibboleth main stream IdP
that was extended with a specific Login Handler. More information about the Login Handler for the
new German ID Card 1is available at the Shibboleth [dP Contributions Page:
https://wiki.shibboleth.net/confluence/display/SHIB2 /Contributions

Data and Services

Each of the Service Provider makes the different types of geospatial information available via OGC
Web Services. Mostly Web Map Services provide maps and additional feature information, but also
Web Feature Services (Transactional) are available serving ensemble information and supports the
update of the features as required by Use case 2.

Data Type Service Type | Service URL

Raster data WMS https://sp.gdi-by.org/service/WMS/DFK
Vector data WFS https://sp.gdi-by.org/service/WFS/DFK
Raster data WMS https://sp.gdi-by.org/service/WMS/DTK25
Raster data WMS https://sp.gdi-by.org/service/WMS/LVG
Raster data WMS https://sp.gdi-by.org/service/WMS/LVG
Raster data WMS https://sp.gdi-by.org/service/WMS/LVG
Raster data WMS https://sp.gdi-by.org/service/WMS/DOK
Raster data WMS https://sp.gdi-by.org/service/WMS/DOP20
Raster data WMS https://sp.gdi-by.org/service/WMS/DOP20CIR
Raster data WMS https://sp.gdi-by.org/service/WMS/GA
Raster data WMS https://sp.gdi-by.org/service/WMS /PS
Vector data WFS https://sp.gdi-de.org/cgi-bin/securewfs
Raster data WMS https://win.bihk.de/service/WMS/TKHV
Raster data WMS https://win.bihk.de/service/WMS/GWG

Table: Data and Services (subset) of the Access Management Federation

[t is important to note that all service URLS are using the HTTP*S* scheme.

Establishing a session with a Service Provider

The session establishment is identical as described in the SAML specification and therefore it is
required to use HTTPS based connumication only! Any unknown user, requesting a secured service
or application from a Service Provider must authenticate by the means described for a Web
Browser or a Desktop Client.

For a Web Browser based client, such as an OpenLayers based client, the Browser gets redirected to
the IdP, selected by the user. As each Service Provider supports decentralized IdP discovery, there
is no visible stopover for the user when getting redirected to the Discovery Service. After the user
has logged in with the means provided by the IdP, the Browser gets - after successful login - redi-
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rected back to the Service Provider and the response for the request is returned to the Browser if
the user has the appropriate access rights.

For a Desktop Client, the decentralized IdP discovery support from the Service Provider cannot be
used. Instead, the Desktop Client must provide a list of available IdPs to the user. After the user has
selected an IdP, the Desktop Client will prompt the user for the login credentials via HTTP Basic or
Digest Authentication.

After the user has successfully established a session with the first service provider, additional ses-
sions with other Service Providers for the federation get established without bothering the user to
login again. Single-Sign-On is guaranteed by any Web Browser client as long as JavaScript and Cook-
ies are enabled. For a desktop application, the availability of the Single-Sign-On feature depends on
the session management actually implemented in the desktop application.

Access Control

Each Service Provider enforces access rights on their services, hosted applications and geospatial
information. For this project, two different deployment variations appeared:

1) A participating organization already has the OGC Web Service in operation and it is to be
connected to the federation without modification.
2) A participating organization deploys an OGC Web Service to be used in the federation.

Situation 1) gets handled by setting up a Reverse Proxy using the Apache 2 web server. In order to
enforce access rights, each communication to a service URL known within the federation is inter-
cepted as described in the XACML information flow control. The Reverse Proxy, acting as a Policy
Enforcement Point, uses the intercepted request to create a GeoXACML compliant Authorization
Decision, sent to a Geospatial Policy Decision Point (GeoPDP). Based on the returned decision, the
Reverse Proxy returns a service compliant exception or the intercepted request gets forwarded to
the actual service. The response from the actual service is returned to the client and all URL infor-
mation is modified to identify the proxy address and not the own address. For example, the re-
sponse of the GetCapabilities request to a WMS will contain URLSs to identify the network endpoint
for the mandatory GetMap, the optional GetFeaturelnfo and GetLegendGraphics request. However,
the result of a GetMap request is not modified because it will not reveal internal information; it is
just an image.
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Figure: Modules of the Service Provider (WMS & WFS example)

The figure above illustrates an example setup of the Access Control system integrated with the
Apache 2 Web Server. In terms of XACML information flow, the reverse proxy (see figure above)
acts as Policy Enforcement Point. It is based on standard Apache 2 webserver modules. On the
other hand, the Context Handler of XACML specification is implemented by the following Apache 2
webserver modules: mod_authz_geoxacml. This module accepts (in this setup) WMS and WFS-T (all
versions) requests supporting HTTP GET and POST and separates the request parameters as well
as the XML (through POST)to create a GeoXACML-standards based Authorization Decision Request.
This module also implements the GeoXACML obligation handling to ensure that required adjust-
ments of a OWS request or response can happen based on the access rights of the requesting user.
For example, a WFS request can be modified to add geospatial conditions or the map image of a
WMS can be modified to erase information for unauthorized areas.

The module can be loaded and configured from the Apache configuration file (httpd.conf). The im-
portant information that the modules need is the GeoPDP URL, because the GeoPDP will accept the
Authorization Decision Request and return a decision.

In the case that access has to be rejected, the Error Handler ends the processing. The OWS Error
Handler is implemented in Perl to ensure best flexibility to meet project specific needs, such as
internationalization. It highly depends on the overall context how much information is to be re-
leased to the user in the case access rights are missing. This can vary from a simple “Not Author-
ized” to a “Please have your credit card ready and call 1-800-pay-good. In any case the Error Han-
dler ensures that an OWS standards compliant exception is returned to the client. For example, the
WMSErrorHandler returns an image according to the WMS GetMap request parameters if the ex-
ception parameter is “IN_IMAGE”. The text on the image may vary for the illustrated reason.

GeoXACML Policy

For the introduced Access Management Federation for spatial dats and services, access rights are
bound to three different types of information:

1) The user’s home organization

2) The user’s role acting in the federation for the organization
3) The user’s first and given name (German ID card only)

4) The area of responsibility assigned to the organization

Applying this scheme to the users from the Engineering Offices as described in Use Case 1), the fol-
lowing matrix reflects the rights:

Engineering Office \ Role ING-History | ING-Current | ING-Future
Miinchen (ING-Munich) Rob Joe Amy
Niirnberg (ING-Nurenberg) Clara Steve Marie
Bayern (ING-Bavaria) Jane Claris Dave

Table: Users of Engineering Offices

The rights concerning roles (ING-History, ING-Current and ING-Future) are modeled according to

the RBAC Profile of XACML 2.
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The geographic restrictions in place for expressing the areas of responsibility for each Engineering
Oficce are:

Engineering Office Munich / Nuremberg: Authorized area is 50 km radius around Munich / Nurem-
berg city centre

Engineering Office Bavaria: Authorized area is the state of Bavaria represented by a GML geometry.

Enforcing the geographic conditions involves the testing of topological relations and distances be-
tween geometries. As the restriction applies to the GetFeaturelnfo operation of a WMS, the Authori-
zation Decision Request will contain the point geometry that is identified by the request. The fol-
lowing figure illustrates a GeoXACML condition that implement the Munich restriction.

<VariableDefinition "Munich">
<AttributeValue "urn:ogc:def:dataType:geoxacml:1.0:geometry">
<gml:Point "Munich" "EPSG:4326" "http://www.opengis.net/gml">
<gml:coordinates "o ",">11.575278 48.136944</gml:coordinates>
</gml:Point>
</AttributeValue>

</VariableDefinition>

<Condition>
<Apply "urn:oasis:names:tc:xacml:1.0:function:and">
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-is-within-distance">
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-one-and-only">
<ResourceAttributeDesignator "urn:ogc:def:profile:xacml:2.0:infopoint"
"urn:ogc:def:dataType:geoxacml:1.0:geometry"/>
</RApply>
<VariableReference "Munich"/>
<AttributeValue "http://www.w3.0rg/2001/XMLSchema#double">50000</Attributevalue>
</Apply>
</Rpply>
</Condition>

Listing: Condition matching 50km radius around Munich city centre

<VariableDefinition "Nuremberg">
<AttributeValue "urn:ogc:def:dataType:geoxacml:1.0:geometry">
<gml:Point "Nuremberg" "EPSG:4326" "http://www.opengis.net/gml">

<gml:coordinates
</gml:Point>
</AttributevValue>
</VariableDefinition>

"o ",">11.077778 49.452778</gml:coordinates>

<Condition>
<Apply "urn:oasis:names:tc:xacml:1.0:function:and">
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-is-within-distance">
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-one-and-only">
<ResourceAttributeDesignator "urn:ogc:def:profile:xacml:2.0:infopoint"
"urn:ogc:def:dataType:geoxacml:1.0:geometry"/>
</Apply>
<VariableReference "Munich"/>
<AttributeValue "http://www.w3.0rg/2001/XMLSchema#double">50000</Attributevalue>
</Rpply>
</Apply>
</Condition>

Listing: Condition matching 50km radius around Nuremberg city centre

As seen in the figure above, the condition is identical to the one for Munich, but the defined geo-
metry is different. It represents the city center for Nuremberg and not - as before - for Munich.

The GeoXACML condition for the Bavarian Engineering Office requires to use the Bavarian state
border as a GML geometry. For this project, an export of the state border from the productive
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system of the Bavarian Mapping Authority was used. Because of the high precision used, the
extracted polyogon consists of 120,000 points.

<VariableDefinition "Bavaria">
<AttributeValue "urn:ogc:def:dataType:geoxacml:1.0:geometry">
<gml:Polygon "Bavaria" "EPSG:4326" "http://www.opengis.net/gml">

<gml:outerBoundaryIs>
<gml:LinearRing>
<gml:coordinates>120,000 points from the production system ...</gml:coordinates>
</gml:LinearRing>
</gml:outerBoundaryIs>
</gml:Polygon>
</AttributevValue>
</VariableDefinition>

<Condition>
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-within">
<Apply "urn:ogc:def:function:geoxacml:1.0:geometry-one-and-only">
<ResourceAttributeDesignator "urn:ogc:def:profile:xacml:2.0:infopoint"
"urn:ogc:def:dataType:geoxacml:1.0:geometry" />
</Apply>
<VariableReference "Bavaria"/>
</Rpply>
</Condition>

Listing: Condition matching within Bavarian State Border

OPERATIONAL READINESS

Based on the undertaken evaluation within the project “GDI-DE Betriebsmodell” there is a strong
indication that the technical setup is ready for operational use to build an Access Management
Federation for spatial data and services. As for the operation of Access Management Federations
around the globe, this project has also shown that high level tasks to establish the federation and
maintain the list of trusted entities must be taken care of. In other words, there are also operational
and not only technical requirements that must be taken care off. In particular, a coordination center
must be setup that at least enforces the policies and procedures of the federation.

As one example, the role of the Coordination Center involves the verification of requests for joining
the federation as an Identity or Service Provider. Among various tasks it is required to verify net-
work endpoints, check availability and the compliance of certificates in place. The Coordination
Center was also identified within the project to be responsible for maintaining the digital signature
of the federation metadata, and hosting the federation metadata on a high available web server.

In order to get a better insight into the related requirements how to run an operational federation,
during the project, the DFN (Deutsche Forschungsnetz e.V.) located in Berlin, who runs the Aca-
demic Federation in Germany (DFN-AAI), was consulted and asked for their experience and advice.
Their strong recommendation was that the Coordination Center must also include a trouble sup-
port team to support users that need help.

One of the technical requirements, identified during the project was, that it is required to operate a
24 /7 available web server that hosts the Discovery Service and potentially the federation metadata.
Even though there is no great functional burden and performance on that web server, its safe
guarding is one key aspect to be watched by the Coordination Center.
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