OWS-7 Bidders Conference Log, 16 November 2009


The following questions and answers were collected by email and telecon as of November 10, 2009. Please send any corrections or additional questions to techdesk@opengeospatial.org. 
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1. Sponsor Additions, Corrections Related to Annex B
a. In section 3.6, the following references are added to Table 3-6, “Non-OGC Standards Related to OWS-7”:

	ISO/IEC 15408: 2005
	Part 1 - http://standards.iso.org/ittf/PubliclyAvailableStandards/c040612_ISO_IEC_15408-1_2005(E).zip ;  Part 2 - http://standards.iso.org/ittf/PubliclyAvailableStandards/c040613_ISO_IEC_15408-2_2005(E).zip ; Part 3 - http://standards.iso.org/ittf/PubliclyAvailableStandards/c040614_ISO_IEC_15408-3_2005(E).zip 
	Information technology – Security techniques – Evaluation criteria for IT security.  This standard represents the Common Criteria (CC) (v3.1 R3) to which US TCSEC and European ITSEC have evolved.  See also http://en.wikipedia.org/wiki/Common_Criteria

	ISO/IEC 27002
	Information technology – Security techniques – Code of practice for information security management 2005/09
	


b. Correction to requirements in Sensor Fusion Enablement thread, section 4.2.3.3, Trusted SWE in an Untrusted Environment, last paragraph (new text highlighted):

· Develop an OGC Interoperability Program Engineering Report that shall include at least the following information:

· A refined use case including alternative scenarios where security issues are tackled.

· Detailed technical architecture

· Technical guidance for procurement and design, implementation, test and integration
· Recommendations for specification development in OGC Technical Committee

· Introduce results into standardisation process and provide

· Recommendations for a “Secure Sensor Web”, i.e. change requests to existing specs such as SPS with its EO profile, SOS, SAS, WNS etc.

c. The following requirements are added to section 4.2.3.3:

· For the further development of Secure SWE, the OWS-7 participant shall consider the following:

· The contractor shall elaborate criteria that allow for the evaluation of OGC SWE Common XML schema & documents, regarding constraints imposed by security considerations.

· The contractor shall elaborate a methodology that enables an assessment of OGC SWE Common XML schema & documents, regarding constraints imposed by security considerations.

· The contractor shall elaborate guidance for engineering of OGC SWE Common XML documents regarding constraints imposed by security considerations.

· Guidance shall consider signatures and encryption at XML attribute, element and document level (see relevant standards as discussed in the OWS-6 Secure SWE ER, OGC Document 08-176r1).

d.  In SFE Deliverables section 4.2.4.2 the contents of Table 4-2 are modified as follows (new text highlighted):
Table 4-2. SFE Services, Clients and Tools Required

	SOS secure server for Motion Imagery (dynamic sensor).
	Service

	SOS secure server for Still Imagery
	Service

	WPS server for Change Detection (rules, JPG/GMLJP2). Change Detection WPS will compare two videos (to be provided by Participants, not GFI) of the same region from an SOS.   Algorithm to highlight areas of new debris on the side of a road, significant soil coloration changes, etc. Including propagation of uncertainty.
	Service

	Tracking and notification service.  The RFQ seeks innovative proposals for how to meet the function of dynamic sensor tracking and notification functions.  Service should be SOAP-based and access restricted. Given the high volume of sensor position updates and the need for rapid notification to users, the specific name for this service will be identified based upon RFQ proposals. 
	Service

	SPS EO Profile Server for Motion Imagery sensor (secure, dynamic sensor, still imagery)
	Service

	Security infrastructure component (certificate authority)
	Service

	Motion Video Sensor Schema
	Schema

	SFE Client (secure, motion video, dynamic sensor, change detection with rules)
	Client



	SPS Client (secure, dynamic sensor, still imagery)
	Client

	One or more CCSI Sensors accessible using SWE interfaces for use in SFE demonstration scenario
	Service


e.  In SFE Enterprise Viewpoint section 4.2.5.3 “Secure Sensor Web” the following references and guidance are added:

References:

ISO/IEC 15408-1: Information technology — Security techniques — Evaluation criteria for IT security — Part 1: Introduction and general model 2005/10/01

ISO/IEC 15408-2: Information technology — Security techniques — Evaluation criteria for IT security — Part 2: Security functional components 2008/08/15

ISO/IEC 15408-3: Information technology — Security techniques — Evaluation criteria for IT security — Part 3: Security assurance components 2008/08/15

ISO/IEC 27002: Information technology – Security techniques – Code of practice for information security management 2005/09
OWS-6 Secure Sensor Web ER, OGC Document 08-176r1

 US TCSEC and European ITSEC have been evolved into ISO/IEC 15408, also called Common Criteria (CC) (v3.1 R3). See also OWS-6 Secure Sensor Web ER, OGC document 08-176r1, p. 26: In order to propose a security architecture for the OGC Sensor Web Services to make them usable in the intelligence domain, it is important that the result can pass evaluation criteria similar to those outlined in ISO 15408. The contractor shall also use ISO 27002:2005 Information technology — Security techniques — Code of practice for information security management, sections 10, 11 and 12 for guidance.

f. Regarding Use Case SFE #1, section 4.2.5.4.1, the following clarification is made to the description:

The user gets into the vehicle and turns on the camera, which is immediately picked up as a sensor by an overhead communications satellite.  The user identifies the intended route, and a search is made for Motion Imagery over that route.  Previous motion imagery is found, metadata is checked, and if multiple versions exist the most current one is provided.  The user then identifies areas in the first frame of the previous video and links to the same areas in the current camera view, to synchronize the pixel colors etc.  The user then starts to collect the new motion imagery for use in change detection. 

g. Regarding Use Case SFE #2, section 4.2.5.4.2, the “System Components” section is modified as follows:

1)
Secure SPS EO Profile Server for Motion Imagery sensor
2)
Security infrastructure component (certificate authority)

3)
Secure SPS Client 

h.  Regarding Use Case SFE #2, section 4.2.5.4.2, the following guidance is added to the last section “Additional Information”:
· Trusted auditing of all communication shall be possible.
· The contractor shall detail the use case and the architecture by further elaborating the process of 

· tasking of shareable resources

· awaiting notification upon task completion 

· retrieval of task outputs

· with consideration of disjoint collaborating legal parties for information requesting, processing and disclosing activities in untrusted environments, considering Geo-specific Attribute Based Access Control (ABAC) for SWE Services.

i. The use case sequence diagram, Figure 4-5 “Secure SWE use case” is modified as follows: 

· The return path (Step 1.5) receiveData() may involve use of Sensor Observation Service (SOS). 
j. References to the Fusion Standards Study Engineering Report, OGC Document 09-138, draft 02 October 2009, are updated as follows:

· The Fusion Standards Study Engineering Report has now been released as OGC Document 09-138, and posted on the OGC Pending Documents for access to any OGC member. If you wish to access this but do not have an OGC portal login, send your request in email to techdesk@opengeospatial.org. 
2. Questions from bidders received before Bidder’s Conference
[Aviation]

[Q2-1] According to the RFQ, the SWIM services might use WXXM 1.1 for weather data encoding. Is there any information available about their currently supported formats? E.g., NetCDF, DwGML, GRIB, etc.
[A2-1] The RFQ states that, although planned, ITWS and CIWS won’t deliver their products in WXXM in time for OWS-7. We will check with FAA and NNEW on the alternative formats expected to be supported during the OWS-7 timeframe. 

[Q2-2] Is there any additional information available regarding the creation of bridge/proxy services to the available SWIM services, as needed to support the OWS-7 aviation technical architecture? It seems that these services already use WCS and WFS, according to the RFQ.

[A2-2] The FAA SWIM services are in various stages of design, prototyping and implementation. More information will be shared by/during the kickoff on the status of the services to be leveraged in OWS-7 (including support for WCS and WFS). The focus in OWS-7 would be to design/implement bridges as needed to support the OWS-7 architecture and scenarios. 

[Q2-3] Do the aviation clients need to support WFS transactions? 

[A2-3] Not according to the current scenarios

[Q2-4] Related to the previous question, which component will be responsible for updating the WFS-T AIXM 5 service with new (Digital NOTAM) data?

[A2-4] One of the Event Notification Architecture components

[General]

[Q2-5] Are proposals from a single company to different threads evaluated independently? Or can this influence the decision for funding the separate proposals.

[A2-5] Yes, we evaluate each proposal separately by thread. In the case of proposals for cross-thread deliverables such as the events architecture, security, or workflow, these will be evaluated based on how well the proposal appears to address the cross-thread issues. 

To further clarify this for bidders new to our process, we evaluate all the proposals with respect to all the required deliverables, and may respond to your proposal with a counter-proposal for less or more work than you initially proposed. We will negotiate a Statement of Work with selected bidders, covering all mutually agreed requirements.

[Q2-6]  Does the policy to either fund client or server apply to all threads?
[A2-6]  See [A2-5] above.  The guiding principle is that OGC aims to maximize the testing between independently developed clients and servers.  This guiding principle may result in a lower likelihood for funding to a participant for both a client and server for a single service.  But it is possible that a client and server from a single organization could be funded.

[Q2-7] Clients are intended to come from different vendors than the servers. Can there be multiple components from multiple participants?

[A2-7] Yes, typically one server and one client are (at least partially) funded, but additional clients and servers are welcome.  We tend to fund servers more than clients, because clients get much more attention during the demonstrations (marketing value). 

[Q2-8] Can you comment on the typical funding for participants. 

[A2-8] This will be similar to funding for previous testbeds. We typically do not fund full development; but we look at your costs and in-kind contributions in the proposal for helping us divide the funding among all participants.

[Q2-9] About proposals that address the broader architecture that may not address a specific funded…

[A2-9]  In-kind proposals for unfunded components need to be consistent with the overall architecture. We only fund deliverables listed in RFQ Annex A that are indicated as Funded. Additional (unfunded) deliverables are welcome as long as they are in scope with the overall architecture and scenarios being demonstrated.  

[Q2-10]   I read through the "OGC Web Services, Phase 7 (OWS-7) Request For Quotation and Call For Participation" documents and did not found the following items:

- WPS reference implementation

- CITE activities

As far as I remember, at least the WPS RI was mentioned during the last TC at Darmstadt. Since CITE has always been a major focus of OWS, I wonder why CITE is not included this time?

[A2-10]   There is not a CITE thread in OWS-7.  There are WPS deliverables in OWS-7 but they are not being considered as CITE Reference Implementation.
[Q2-11] Please comment on Intellectual Property Rights (IPR).
[A2-11] See OGC IPR Policies & Procedures: http://www.opengeospatial.org/about/ipr 

and Interoperability Program Policies & Procedures: http://www.opengeospatial.org/ogc/policies/ippp 

Under these policies, interface specifications, schemas and data models developed in OWS-7 and described in OWS-7 Engineering Reports are to be unencumbered. In the Participant Agreement, you will mention any IPR issues. But you will not be delivering any source code, only reports about the interfaces, and working implementations to be kept in operation for at least 6 months following the completion of OWS-7. 

[Q2-12] What is the format for the video data?

[A2-12] RFQ lists MISB standards profile.  We are looking for your suggestions.  Data will be acquired during the course of the initiative.

[Q2-13] Are the sensors moving?
[A2-13] The motion imagery camera is mounted on a moving platform.  The secure SPS sensor is a sensor on a satellite.
[Q2-14] Can potential participants submit further questions via email?

[A2-14] Yes, by 19 November 2009, to techdesk@opengeospatial.org  
3. Questions from bidders received after the Bidder’s Conference
[Q3-1] Is more information available about the Authoritative Data Source Directory? E.g. which protocol, data format does it use?

[A3-1]  The Authoritative Data Source Directory (ADSD) is an idea waiting for suggestions for implementations. What distinguishes this ADSD concept from a catalogue service such as OGC CSW is that the sponsor wishes to link to many different kinds of data and web services besides geospatial, such as web sites, books, pictures/images, etc., categorized by these themes:


Demographics (e.g., population characteristics and distribution)


Religion (e.g., groups, subgroups, facilities)


Language (e.g., groups, subgroups, spatial distribution)


Ethnicity (e.g., tribes, clans, affiliations)


Economics (e.g., businesses, livelihoods, trade routes, distribution networks)


Education (e.g., schools, literacy)


Land Use (e.g., agriculture, herding, commercial/industrial)


Medical/Health Environment (e.g., hospitals, doctors, disease, infant mortality)


Political Affiliation (ideological) (e.g., parties/groups, zones of influence, affiliations)


Communication/Media Preferences (e.g., TV/radio coverage, newspapers)


Significant Events (history) (e.g., conflicts, crisis, political changes

This is not to say you should not use CSW, but rather that you should not be restricted to CSW if another approach has merit, such as an RDF data store, or some other cataloguing approach. As stated in the RFQ Annex B, this implementation shall support the ability to identify and query for data sources based on geographic area (either coordinates or geographic name), temporal relevance, and quality of data source information (fitness for use). Do not assume that an existing metadata store format has already been created and populated; this may be done during OWS-7.

[Q3-2]  Is more information available about the technology to be used for the Geosynchronization service? Is it assumed to be WFS and Atom Pub notification as described in section 4.3.3.5? Can you give more detail on how the geosynchronization would be used in the H1N1 virus outbreak use case?

[A3-2] OWS-7 should build on the Geosynchronization approach developed and documented in the Canadian Geospatial Data Infrastructure Pilot, see references mentioned in RFQ Annex B, Section 4.3.3.5:

·       Loosely Coupled Synchronization of Geographic Databases in the Canadian Geospatial Data Infrastructure Pilot, OGC Document 08-001, http://portal.opengeospatial.org/files/?artifact_id=26609&version=2
·       OGC CGDI WFS and GML Best Practices ER, OGC Document 08-002, http://portal.opengeospatial.org/files/?artifact_id=26610&version=2
·       Geo-Synchronization Service, OGC Document 08-003, http://portal.opengeospatial.org/files/?artifact_id=28175&version=1
This approach has merit but has not been tested sufficiently to become a Best Practice or Standard, which we hope to accomplish in OWS-7. 

The H1N1 outbreak scenario described in Section 4.3.5.2 is a preliminary scenario which may be further refined during OWS-7 kickoff and testbed. The current scenario incorporates geosynchronization in steps 4, 5, 6, and 8. When the field medical staff docks the field data collection device (PDA or similar) to their computer, and the data is uploaded to the user's OWS Context document (and probably also a database), the Atom Pub notification goes to all subscribed users, which in this case would be city, regional and national health centers. An assumed user at one of these health centers observes the notification, and sends a WFS request for the information from the field user's database. This is the key step in geosynchronization: the interested user's database need not have the identical schema as the initial field database (or the reverse), but would request only the information relevant to the subscribed user's applications and decision role. In this scenario, we presume the city/regional/national user will take some part of the field data and store it in another database with a more appropriate schema for their use, then perform some modeling activity using WPS with vector and topology processing, such as to determine likely direction of disease spread based on demographic and other socio/cultural information fusion. Links for the data sources and services are added to the OWS Context document created by the field user (another form of geosynchronization is keeping this document updated and accessible via WFS or just http/https URL). As the city/regional/national database and/or the OWS Context document are updated, Atom Pub again notifies subscribed users, and now the field staff user will use WFS to obtain the WPS model results, database updates, and OWS Context updates. Presumably the other actions in the stated scenario step 7 will result in additional communications as well. 

You may be aware of recent discussions to open up WFS to support non-GML payloads, identified by mime type. This application (geosynchronization) may be a good opportunity to propose and test support for mime types in WFS.  

[Q3-3] For the SPS client part of the integrated client, can we assume that the result access will be through a Sensor Observation Service?

[A3-3]  Yes: for the SPS client part of the integrated client, you may use a "secure SOS" to access the result. 

[Q3-4] For the SOS client part of the integrated client, which observation result Mime types are envisaged?
[A3-4]  Specific mime types for the SOS results were not provided in the sponsor requirements; you may propose appropriate types for satellite-based still imagery having the mentioned intelligence imagery applications in mind (such as NITF). Please keep in mind the formats used in intelligence are not necessarily associated with a mime type. Maybe a workaround is needed. You may also have a look at the SOS 2.0 where some further developments are expected in that direction.

[Additional sponsor guidance regarding motion video formats]  

Motion JPEG2000 being delivered using JPIP (JPEG Interactive Protocol) would be an acceptable format for the motion video requirements in SFE Thread.
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